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UNIT 01
BASICS OF COMPUTER NETWORKING
COMPUTER NETWORK (FFgeX Acds): -
ST &Y a1 &l § 318 Device 39T & Connect 819 Information Share ¥cY & aY 38 §H Acas
FEd &1 Tg Devices I Computers, Servers, Mobiles, Routers 31T @1g 8T Electronic Device & Tl
€| HFY Acdeh, HFEGIAhUT & 32T & [T HFY 3R 37 TSA58H &I Th 9 giell g, i
TS (leT), AR AT Sedaie A FAde aid &

NETWORK SERVICES (dea% afdH): -

HFY Acas H & AT RARTa 518 gTs-T5F, HISI-315d, e 3111E i AW I & v Acasn

A& & TFACR Yl §1 Acad 7 9T glet arelt g afdaw et & -

1. BIed AiAH: - Acad A Rl BlEel I U FFged F g FFYE W S, 37 AT Hidr
A & T DI AIH FAET H T & | BT GIAH &1 Aicah 7 deh3Tq &hT At Jer ldl &
FTP 1ciehicl ST1C o1 HET YA, BISell I SIS el o AT FeXele T Ueh HFgel
G THFYET I ISl hl TEAD Hiall 5|

2. Tic #idw: - Tic ATH FT HROT Acash # fhHl Ueh HFcgel W o#l el & seas & 37
HFYT & AT 3T FaTT giar & 3T Bic afda & SRor & v Bex &1 yaer Acas A
THT HFRET ToR N a1 ¢ | e 6T a7 o sicas 7 ey Fr e 1 A S glar ol 39
afaT & FROT & aAcas & e et oft Tenfia forar s asar g

3. AU HfEH: - AV VAT T Y Ueh FFYT A AW G FFYH dh gl gIdar gl sq&
Ty g 31eT, 33T, fafsa, eave 3nfe sawpfes @ off 1s ahd &1 T UR & Ad< a9,
ISl GIdH & g & FR Fl gl oifehel TE SBIFC HFYe & T A o Feh User
Application & & Y AT &1 Email @ Voice Mail 3Tk 36gRUT & |

4. SIeTSy FIAY: - I¢ Aiad Acash H AT TR STETed Sl AT YeTed hicl & AU Acds #
19 FIS Fellge RFATT FIAT & aF 3 JALTH ATARRI ST TR o GaRT I&TeT HT & ATl g |
% Qiay 3rer {FNRE YereT FIdl § 31T 5T FRUT &) Sy I AlehdsT hiead g Iy &

5. UCellah?le] HdH: - HFe dAcas H d AfdH Sl sicash  Fellse & foIU Software el §
UCoilohelel T Hegellcll ¢ | T TTaH shadl STeT AR o ATY 3eTehl Processing Power HT R HTat
ol 3TAT TGTeT cll & | SHRT HEH 3TOT 3aT6IVT ofed ATHT &, [T aa Teh 31 &1 5 Yo Teh
Y Weld g |

6. AFAINE HGH: - Acash TUT e W 3T F=AT, STeT IT HIFCAA I AT it
(Unauthorized Persons) T tlg?-r U g T@AT dUT hdel [aRTHAT SUANThcAHT GART T SoTehl
39T GiARE AT 8 Aeadh AGH & Agcaqol B




INTERNET AND INTRANET ($eId€ U4 $E=e): -

1. SeISe: - Internet 39T JfrEfsfg‘Ef chd—bga‘i T TSl slcdeh g1 ST Standard Internet Protocol &hT
STAHTT AT ¢ | Selele H 3UTEUd AT STy Tt el & forw 3ucrstr § 3k @ seeie O
@?g‘ﬁmaﬁ%a@a?mmﬁAccessmaTW%I

2. $eWiE: - Intranet 8T 3MaH & 53 g Computers 3T Private Network giar 8| o8 fondr shue,
HELT, FITSsT fIAY gaRT 317dRes AR 3R S1eT 3METT-9eTe & fov S/ Sirar g1 $grae &t
3TN el Y AT A F T 19T JAT F2ARY, TEE, SR 37T & X Toho! &, FITH
S¢leic I Firewall S@RT Global Network & 3TeTeT Y&@T ST g 31 38 Access Fiel & folv qrids

Fr sveg s g E

gelAIC Ud Selie H GHAAIU: - Seaie 3R Sgc alat Teh ead & 8

i, 3elac 3R Saeie SIAT & AT dehsileh Internet Technology T SEJHTS BldT & |
ii. GIel T 39 SS9 GaRT Access 3T ST HhT & |
iii. Sc¥aie 3T Seeie et fandt Acas i Represent FA & |

SIIE UG Sele H 3 -
%. | =T scloic
01. | eI=Ac TS Global Network & | S¢Teie hddl Ueh Private Network giaT g1
. ‘ olfehel ST shael SHuell, HaToel [AAY & 3
02. | SeTaic F 1S 3 safFd Access F T & | T T &1 Access 7 T
‘ . . . SCleic H HFEYT Hr Fg&ar MfAd
03. | dexere & arEt-aRet AT R A B DN IR g
S HH BT L |
. . Teh 3¢eic W AT Afher faAy gaar &
04. | $eTele I I AHT FAAT 3TeIsH gl Hehell & | NI
05. | $eTeIT A FLETA 8| gl PRI&d Aeash gl
‘ U SClic oAcddh I IS o Hig HAllolh
06. | SeTic FT IS Alfoleh el BT ¢ | N
- e LAN, MAN, WAN 37f¢ sicasi & |3cee 3f8eal LAN Iifa Local Area
| AT g BT B Network T f¥eR g1 g |
08. | eI W EART TR HIT X L ¢ | Sclele H o) Fr a&ar AfAd grdar gl
SeXT W el A5 Y el & fordy Tgel 38 | :
09. | TTSC &l I FaX W IS Hlel & Tl Web | TR foRE AT . Wm“
. Web Space T 3TaRTehdT sTeT 8l g |
Space T ATaLTHAT &lcT & |




APPLICATION OF COMPUTER NETWORK (FFgeX Aedeh & HeTHaN): -

a. 3TeT YA (Data Processing) - g3 31X faemer daTar 9 s1er WrATA9T (Data Processing) aet
& fordr 31 FaeT IR X & o oo e 1 e fohdlT STl € S84 STeT Sahal &l 3
TIReIYOT ShTaT 3R FIeT Jred el g 3{THTST 81 ST §, ST HFYeY dAcad Hl Ageaqor
faerwar &1

b. AT (Education) - FHFCET Hcdeh & GaART 31T Secleic & ATEIA U gH oy off faw &
STTTRRY S €1 &T0T H UTCT X Hehd! &, Tohel 3R Fictsil I 8 Sl A Sits feam aran g o
S STITGI I FATC FollH TN SR fET ST T@T & St ey sicash &l dofg A & Hea gl

c. 3 (Bank)- dfeher &1 & AT g Acad & YA o shifdd & off & §, WA A & e
@1 3R ATE & 51978 HFGeT o off g1 Fot & 1T S Frcged & Arg7m A e
W@ 81 S A TAeRTefelr 3N STAT Tl & o off Fercgelihd AMa 3Teley §, St e
Acash F ST Eal ¢

d. FER (Communication)- 43T SETeIc T Tl Tedeh ST AT &L TGT § HECY ceheileh ol
&Y TR & 819 H Secdaie o TR I HHT TATIT § 3R Soedeie of FIR Hifd F ST |

e. HARSIS (Recreation) - HSITATSAT & YT A & FFYX Acas afrag'an:framﬁ\m%,
FFY Acas 1 9 AT, Thfaster, AT a7 Gerat & fordy off fovar Srar g

f. 9ATH (Governance) - &Y Teh TEATT A ITTAT Teh TR UM aidT g 3 yemafaes &t
HFY Acas H & 6 I1d §, WY & WY THNT AITe3i 1 orer o $-Ade (E-
Governance) & & H HECge dcdeh sl HETI] ﬁmaﬁa—?ﬂﬁﬁt@:ﬂwgl

9. J&T (Security) - TS el e Acas %mlﬂlﬂgaﬂ SgaTA Taoighoi HHSI gl S|
TIEHIFE &b el H, §aTs e, HIHIEIA R H ey sicdeh T 3TN gl & |

h. aIOIS" (Commerce) - T, Sieh, STAT, ShiST U=, 3N H FFYEI HT AHTARAH ITANT g
€| HFYX Aieash & [T 1A AT Tacig giadm & T 3rHs7a g aram &

i, 3eT (Industry) - g AR AENTIAH TEUTT; S — TN, HfFhel, TeT =T 3T FFgeX
TR AR § | §IF Tiohan3tt & aredtash 0T & forw off secgex &t 39T ad & |

j. Tafhcar (Medicine) - Ffehcar & &3 & srcgex @1 3eqaner faffiesr ariRen At 1 gar
ST & T foham ST &, At hr faveryor AR fAerer 8y shecygex & garT |evd &, 3megfas
a1 & v ¥, e Thed, 3ogr13s Scdrie; [affiee &1 & hecge scde &l eaash 3ugrel
QRG]

NETWORKING (steafdr): -

SeafdhdT T NAY BT § TSI Acas & Create 31X Configure 3T SITaT §1 I8 T §T8aR
3R GTFedaT St & 39T § fHAT ST €1 sicae T Create el & o0 EEAAT & §T H 37c@T
37197 seafener f3arsdst SiF dT Hub, Switch, Router 31T Use fhT ST §1




NETWORK TOPOLOGY (ded aqdrsh): -

TG Acash I AT H &l AT & ¥ 31Tk FTIT A1 39T H SISl sicaesh Hgelldl g

SIATeTSIT edeh &Y 3Tehicl AT AINTST Tl HeT STl ¢ | Acdeh & [ 13 fhd YR Th ga & I3
B § T ¥ Ueh QAN & WY FFgfoehelel T X §, 3 dicad &l Sdleion g1 oaTRd el
g1 eraraltsl fhforener a1 difoerer 8T 81

sIcdeh Calelloll AT foiT IR FI gl &:-

i.
ii.
iii.
Iv.
V.

Vi.

g a9arsT (Bus Topology)

Rar erdretrair (Ring Topology)

TER cIaTeraiT (Star Topology)

HeT eraersT (Mesh Topology)

&Y eIt (Tree Topology)
grsfss @aratsir (Hybrid Topology)

1. BUS TOPOLOGY (I8 2X9Idrs): -

Bus Topology & Teh faAY YarT & ahalel &7 TANIT foham S1aT & fS Backbone Cable Fgd &1

S scds & AR Node FH Shelel & 53 81 &1 Shelel o YR g 3 H Ueh TAAY T 7 FSargd
T 8T § TS Terminator g §1 STHT &1 Signals & fIT 3T 81aT &1 Bus Topology &
Sender & Receiver deh ST & =1l Had Backbone H gt qgﬂFIT gl

—lal —la

. L l

|;| BACKBONE Q
| — |

Advantages of Bus Topology (§H MEICISIE: olTH): -

iv.

g8 sicde TUTIT AT 3R TAEAR T 3T ¢ |

SHH TCR T 3 Scash i qofell H e haol ol ¢ |

I STerSll &1 ST g e ¢

Y@ (Linear) S8 sicdeh T 3UANTT SATGIR BIC sicde H oI ST & |

Disadvantages of Bus Topology (58 aX9ialial H glfel): -

i.
ii.

iii.
Iv.

V.

Teh $heCg el & TS glel § HRT STeT HN $eh STl 8 |

THI & 1Y TERETT AT 37 8 Tehall ¢

S Sicaeh T GaTaT AU #i1S 5[5+ W & gl SATeil ¢ |

Ig T ITAAT aTel Sieash o [Tt 39gerd w161 ¢ |

GRETT SE T A & Fifeh Tl HegeX A & fot I Raever gredt Y 8




2. RING TOPOLOGY (Rer gratarsh): -

S8 HEY H IS GIET, HET AT thelfeldl hetged e gl | SHH Hef HeTgex Ueh N
3T # o9 gl § Ycdeh heged 391 3EfeTEY (Subordinate) HFIEX & 59 81 8, e s@d
IS 8 ST TaTHT 8T BT & | 30 Tehor (Circular) 8 gl ST 8 |

T Aeas (Ring Network) # HTEROT ITfd & STET &1 3TETA-YGTeT &Il § T Teh Hecged 8
fohell g8 YR 1 STeT (Data) ol et TN 3Heh HEF & e HTY I T (TR el gielm
¢ To 3ot 31eT 3e7eh folv & AT =181 | IS Ig STer 38 folT 78T § df 36 STer &l 3 haoged H el
(Pass) X TGIT SATAT &

M;

Advantages of Ring Topology (R3T Sdielisi & oITeT): -

i, Rerdrarsl s a@ sl T Jeir H Manage T 3T B |

ii.  olcas & ¢ T IS AT A THTST THhdT & |

iii.  S§d Reliable & 3 sicash # s Speed FeT=l T &

iv. @l e 39e 3T 3 FFUT Y & IS TR T Ul TEY Y TET B

V. Uk gl e H AT ST 9arg T & o8y Yohe cohiTd glet hl IHTIAT o o SIe) grai|

vi. 32T 3T Ifd W e & o8 eqwm gl STdT 8|

Vii. T oITSeT 8leT & ShIUT Installation & @I & AT & |

Disadvantages of Ring Topology (ReT erdilisil & &Tfel): -

i Ring Topology & Troubleshooting =T STHI Difficult & |

i.  Rarardien # Barsyd & daae T BHdaae aiel & TRT Acaes Disturbs BT & |

iii. T g W FAIRAT & R Ueh WIS 3188 AR Acaeh i thel T Tehll &

iv. 3TeT J8g dh qguﬁ & foIv @8t SegeX @ gleY SN e oeh o8 deh q§u T ST 9T STeT
GO YN A FFTT g1 A &l

3. STAR TOPOLOGY (¥R aXuldistt): -

Star Topology # &3 Node Teh Star T 3Tehicl & Teh g@X & 53 8Id &1 $H TR & aAcds
eIGeTSiT # Teh Host AT Controling HFYE BIelT § SiY scde T T YT HFEYN gia ¢ | scash
o aTeh! F8T Node T Host H#CgeX & 53 81 & Sl o6 Control it & SR &l &1 S8 Sender
¥ Receiver de ST T G Hed Host HFCIT H gl H§ddl gl




Computer

Computer

Printer
Computer

Advantages of Satr Topology (FER SIaTelioil & oITe): -

i.  SH Install FHIAT FHIHT AT & |

ii.  Star Topology % E@RT AR sicde r Centralized Manage fRaT ST ThT § |

ii. I Aeash W Ueh HTYX WIS &SIl 8, Tl STehl slcdeh QAT & H 1 el SR W
gl

iv.  Star Topology & E@RT #icdeh I AT & F3T fohdT ST ThelT & |

v.  Ied §UACah A f3argd Y dawe 3R Repg A A Aeash TR A B ALl T3]

vi.  Ig dAcd T aH 39T H forar Srar g

Disadvantages of Star Topology (¥R EIaTelisil | &lfe): -

i 3R G HOYCX, &4, AT Eae father gl I 8, a QX Aeash 3R Tl eged Aeas d
Braac g £ |

ii.  sicde Pl T & AT SATET hefed HI HTERIHAT ISl ¢

iii. &aa a1 U3 FrhY 7gA Barsa § 1 59d Jerd 9¢ S g

iv.  FEAT Acad FBarsd (FPaw a1 U3 A1 §9) dcadh H Heget S §&ar I Auifia Hidr g

4, MESH TOPOLOGY (R xdieist): -

AT SIS &Y AL sedeh (Mesh Network) IT JT 3T SgT ST & | AU Teh sicde ardrdiol §
TS HA FIF (Devices) wiea@ =5 (Nodes) & HET g TR HT: FF=H (Interconnections) & T3
B 1 31T ALY AT H Tedeh A5 Acash & g Tl A5 A 53 gl &1 ALY Adielial # AR
YL FET o HET T gAR A 13 W & 3R T g@ A o[ &1 3 FROT A 39T JIAATHY &7 37Tt
SeTel JTHTAT § & Hehcl & | SHH IS BIEC HYeL w1gi Il o |




Computer

Computer " Computer

\ o

Computer Computer

Computer

Advantages of Mesh Topology (32l El9Teliol & o1e7): -

i Scdd 7 gABERI F W FA o fAT I TR I el Sk 8

i, UAP FAFLAA 31T 3T S of ThT ¢ |

iii.  Ig ASEA B

iv.  G&T 3R NI JeTel A g |

Disadvantages of Mesh Topology (R2[ et & g1fa): -

i 3 shegeR 31t g1 ST & ol Install T HiRAA § |

i. O AE S ALY AUIATSH & HATHS F helel Y AT 3T § 3R F8 ST 8|
iii. A AT & AT S1feh 3 elTof T eI H Igd 37 gieil &

iv.  TRIET T AT § IdT 18] Tl a1l ¢ |

5. TREE TOPOLOGY (& a’@sﬁsﬁ) -

&I SITelol & TER dAUT 99 gl Saielisil & JI870T [ae#HT gld § 1 SHH TeR adidiol &l dig
Teh GIEC g Bl ¢ 3N o SraTcilol &l oRE TR HFEYE Teh &1 dhelol 53 T6d & | TG Hicash
Teh US & AT [G@TS ST g |

Tree Topology # Tsh Root Node gl & Td sTeht HefY Node Ueh gaT shr Qm@i3it & 3fepfd &
S SIS 81 § | 38 Hierarchical Network $T g1 SITT & | $ sicde cidlellsil 3§ Root Node €1 Host a1
Controling S#egEX BIdT § i sicaeh ol TGH JHAG HFcYX gicl §| Acdsh & Teh Branch & GE
Branch # ST & =TT Root Node & lehT & ‘-I§t4dl gl

ROOT

]




Advantages of Tree Topology (I STl & ST8): -

i. S Install FHIAT FHIHT AT & |

ii. 3PN scdeh of s HHEAT 3T § T Faulty Devices &1 a1l T & |

iii.  Scadh I TGIT HTHIA § F1Teh ATSes & oA {1 HTIET Y SASAT 3T B
Disadvantages of Tree Topology (&I @dtelistl & BIfY): -

i, foemer Shafeler Fr aIFaT gl

i, Teh Y ATAIS o W §lot T G ATS08 A5 i sicaeh oY A w76 < IIar o |
iii. Wﬁag?rm%|

6. HYBRID TOPOLOGY (grzfes edtdrsi): -
Uah STelioll St 99 eradisl, 3T ardreliei, &Y eraeilell, TeR eralare 3 &er erardien 5 &
fenely fY 2T T 31TeIeh 377 wicaeh SIUTellal T SYANT T & | T T STell SaTelel ol gTsisis
eATClTSl hgaT | S Sralellsf ST 3 JTTRTRT 3R ST H I ST el & IR 187 AR
i off 3TN9T Hdet arell araTeral I e e &1

3! .

&

=

FIG: HYBRID TOPOLOGY

Advantages of Hybrid Topology (ET3fsiE ciataisil & @TaY): -

i.  Ig cdraliol 93 3TThd & sicddh o folT It 3Tor ¢ |
ii. &2 volume of traffic sl 5o et H HTH TGS &1

iii.  slcae A faulty device T ga=AT AT &
Disadvantages of Hybrid Topology (&T8TsI8 idTeitetl & &lfel): -
i. ST Expensive &1

ii. 3T Structure HTHT Complex BT & |

iii.  Installation 31X Configuration &= sgd &1 Difficult gl




NETWORK ARCHITECTURES (s€d 3ifeheaar): -

Aeasd 3MfohcaaR Fi al YR & faafaa frar smarg: -

1. Based on Network Architecture.

a. Client Server Architecture. (FTSe - FAT 3Tehe o).

b. Peer To Peer Network (FR¥IX af 9 Acadh).

2. Based on Geographical Architecture.

a. Local Area Network (LAN) (elTehel TRAT Acdeh).
b. Metropolitan Area Network. (MAN) (HediTelcd TRAT sicadh).
c. Wide Area Network (WAN) (a138 TRIT Acash).

LAN (Local Area Network) sl TRAT Acds: -

I Ueh QAT Sicae ¢ ToTeel 19T &l AT ar § 3Rk el Hl Siisa & fov fhar Srar g1 dered
TRAT Aeas TAHT TAX TR FHH ¥ dTell sicds § S0 &I H ol gl Sar g1 Ig Tsh 0dm

HFYT AT § Sl TUAT Sellehl oid- BN, SHIATe, IT HdeT HHGI ol hal T o fdward:-

1.

O N o g~ DD

I Teh AL TT Ueh [afeseT de WiAT I|ar g

ST 3TeT gEaTdRd (Data Transfer) Speed 318 g1 1

5T Ted Acas I T W AL SlAT IS B |

SEH STeT GRI&Id T ¢ |

ST 31CT FT AT AT T T & |

LAN &7 3U1T Sheged & orer feT, Hard Disc, ThelX 31Tfe Share et & faiw fanam Srar g1
T TS 10 MBPS & 1GBPS d& gldT &

3CERUT - SUTC|

MAN (Metropolitan Area Network) AeYafarcsT TRIAT Aeds : -

g Ueh VAT 3T 1T dTell sicdeh g oIl TdTaT, 3TeT 3R 3HT &l 200 AIMETSE i Hhs AT 3T
31fRes a1fd @ s1er &t 75 R H gl T of ST AT &1 TE T (LAN) F F3T 1 3T (WAN) &

BICT Sicdeh BIdl & | $H Acdash & GaRT Ueh gL hl g8 AT U SAIST ST &1 $Hh AT ar arar a
318 Siiehel TRAT Acdsh Teh ATY SIS 8l 81 Tg Teh AR & WA & iR o1 U shegex
sicas giarg | fadtwad:-

I O A

SHFT IEIWTT FHideT T &

ST 1T ST B &

ST TS 10 MB ¥ 100 MB e gidT g
Ig 75 o AT, T gt ek el T & |
3cGeRUT : City Cable TV network |

SHH Il Aeas I o OX =T ST B |




WAN (Wide area Network) 9183 TRAT A<d: -

SHeT U0 ATH Wide Area Network BIclT & T8 &13thel sl g8 ¥ &7 sicdeh 8l §| Ig dlcdsd W
fared T Si1seY &7 1 AT ¢ 3T Tg FIW TSToAcash Biall & S S1eT T FIfard i A aree
foar SITeT 81 59 Aicad A HEYEX UH A fios s o1 Fae Aféhe & ganT ofs Wd & | 39
scas  HT Alafers AT a2t g1l § S Q17 216X, &2r a1 Agreer # el sicasd T e | Sy F
ATM gfaer ar$s vRaT Acadh T 3eeoT & |

fryar:-

N o Ok~ 0 DR

Jg dR Ied Acas gargl
ST 1T T Tehall (Signals) IT 39TE (Satellite) 3 S@RT T 3R ITeT FoRdT ST ThT B |
Ig A gsTcas BiaT gl
ST ST §H T GfAAT  3TeT T X Thdl & |
WAN &I 3eT T ded SI1ET gidaT g |
ST TS 10 MBPS & 100 MBPS de gl g |

SHH Il Acad &l R WY o IsaT B

o, AT 3N AT FT FelalT ATE: -

T T TR LAN MAN WAN

O ATH ehel TRAT Acas AgiforesT TRAT Acash g5 URAT sicash
Ig sicdeh Uah BIc Al | I8 Acas T ALTH I e Tgd 59

E] AT HFYX R PAA NS | AT &1F I T Il | KNI &1 Y vl
X IGAT L gl AT g

Scas I Alfeldh grsac| grsac 3R gfeerah| grgde AR gfeeren|

T M EAST I | e s e e R TR

et AT

g Sgrer qEIH F

Acap h ST eheh | A SITeT STeT

N S SR L e it 31 FgTedat )
TS A :

agaTfrerar C Sgrer Srer




UNIT 02

REFERENCE MODEL FOR NETWORK COMMMUNICATION

OSI Model
OSI model T ISO (International Organization for Standardization) =T 1984 H Sderq fehaT &T|

I e Reference Model &, ATfe $HeRT Real Life 3 &g o7 =T8T 81T & | Real Life # 379 $HT & Base W &=l
§34T TCP/IP (Transmission Control Protocol / Internet Protocol) Model ?JJW%I

OSI Model &Y Data T Journey &l HHSTeT & TIT SI1IT I1AT &1 OSI Model & HTETH I 31T THST vl § T
Data & Teh Network & g8 Network # SITelT &1 3R $H GRTeT ST & AT &7 T Processing &1l ¢ |

OSI Model 7 Layers & fAereht o<1 8T & | I @ Layers S€T & HIY $T ofT & Processing FIc &1 3R STa
Data g&i o 34T Layer ﬁq@fﬂm%a’rﬁ Processing SeT & &€ SITdT & | 8¢ Layer UX Data T 37131 3Te1dT AATHT
J ST ST B |

OSI Layer Model

Sender Receiver
w || Application g a, ceo) 1000 Page File Application
< PA
E Present;}tion (Paul) Encryption / Decryption Presentation

4
8 Session  (sam) Time Management Session
1 2 3 4

I Segments (250, [250p] [250p] [250p]

Packets, Logical Addressing

Frame, Physical Addressing

Bits Analog / Digital

PHYSICAL LAYER (f6fSisrer a¥R): -

OSI Model # Physical @R H&ad eI olFX g1 Tg R [hiadhel dT safdgeda o & fau
TIFACR IEdT § Si:- e, 3T e 31T | 39 o} & 3fce [vsTd, soifdcahd ade & dgel SIaT g
3H ol I H sicds &I Topology 37TA Layout of Network (sicddh a7 31TehR) T I T 38T o & giaT gl
TohTotehel oI T & Describe T § foh shegfaiehersl Wireless §191T AT Wired B1aTT| 38 o) 1 foe gfaie ot
T ST g | ThiSahel ol & Sf8s harere: -

a. I8 hioTehel shatarelet I UfdFede ST &, Fcol IWT ¢ 3R fSufFcde Farg|
b. IE Acas T ATeFTs U 3T & raAee 3R R & fow Seaer g1




-~ ® o O

STafARIT & foT 3aede diecst 3T 3TeT e Mhfaed o & f3wrsT fht aa §1

ug F3foree Rester a1 3iifCewa Resta & B35 / vaATareT facy &l dea < FaAT R |

37T Teahl 1397 Y 57 ol & fohar ST &

Computer 3798 & fhd Topology & Physically Connect § 38 sTd &I Responsibility T Physical Layers
WETgIc gl

DATA LINK LAYER (3121 fof& aRR): -

Physical Layer & SeT UTcd &{d T&3, Data Link Layer fhfoiarel TrafATe TR FI O adT ¢ 3iR

fea &1 3T “ther” & Uohe AT &1 Data Link Layer $2ReAC sicas & [olT Heoh 13T oI TWhioteher Uafdar
FERA &I Astar 8 a1 &, hiSere Af3ad & forw fandY ot faffeet Acas fSargayd & vardd 1 hglel Hidm
g1 =i Data Link Layer, OS| HISel # Teh HH hiFColdrdl oI ¢, S8 3FEN &l 3191 & [qenfaret foham S g,
“Media Access Control” eI 3iX “Logical Link Control” H&eldX |

STeT Toleh ol & 97 8eh hereleT: -

a.

b
C.
d
e

S8 ORI T HEY H1Y Tg AR AT & foh TISehel olaR 9 Th #A15 & g8 7 3eT g T h
&l

. Physical Layer & 0 1 3T %I#T & Data Link Layer 9% 3TdT § ol ag I8 Frame & Convert 8 ST ¢ |

Data Link Layer 38 3112l ol fHshaATSol ldT & Sif Thiotehel olIX WX CTHTAC gldT g

. 3T T { UIed TrATARIS 3R ST heH H &1 SanT Hols T Srar ¢ |
. Data Link Layers, Network Topology 3T 8T Define #3cT &

NETWORK LAYER (a¢de® o-R): -

Network Layer 32T folth ol o FUR 31T hT HIAYUC I US FIAT ¢ | ST& 3T Acdeh old} WX ATAT g,

ol Fedish e o e eUd A1 AR ST v3d foh Sirer il § drfeh Jg GiATed fohar 5T wehd foh Ser
35 BIgIel STECAA Teh Tgd 1T § AT 76| IR ST BlgeTel SEeaA2le deh Igd I &, o Ig oI 3
SEUIE ST deh TgT dTel dhel & SeT 1 BIFe AT §1 T2, Acash R ST T3 o1 3use
YT & 3T S5 T f1el T ol & T T &Y T & |

3T FT FAUIC FLA & AT, sicas o Acad W 3as8d & T IP Address SI difolehel T3H

HEA AT § | Sedh ol 3T dlitoiehel U3 31X Rhfoierel 139 & i AT off A FIar 1 ST Aeafher
H, Tg AT g8 RSATYRIT WeTehlel (ARP) & HTEIH § QT AT SITAT | sicaeh ol A & Sffeh hearelet: -

a.
. Source to Destination Tg Tah A8 F 37T 15 doh [AfReeT ATcll & ATETH T Il l T3¢ FAT g |
. I Ueh Jicde® HeloR & & H hR FIAT | T§ TdC ¢ftheh Helol T & |

. g TT FAT & [ 32T Y Fohd &€l olAT TR T

. I T3NSI AT l Yohe F FiedT ¢ 3R SARTAT Yhe & g15T ofa’ & folT AAST &Y 3TqFol

b
C
d
e

«

e oY H 21T A &l Yohe & gRafda frar srar g1

AR
ar a7 &1 I 3™ Network 3 &1 Data 3T ST Communication T g |
lifoTehel T3d ol fhioTehel T30 & AT 30 AT IR T g |




TRANSPORT LAYER (SH9E o &X): -

CIAUIE oY 3T &l Acdeh helale] H HoldT g1 TCP, TYUIC IR 4 sicdsh JIcihliel &l Iad 3H

3CTEI0T § | 3TIAT-37e19T TIFUIE WelehloT dehiodeh &THAT3IT ST Uah {57 ol UIE ¥ Tohd & Torgd TR Ranad,
Fell el 3R R-crafaereT & T guic anfad § 1 ue okl & 9f8e haele: -

@ - o o o0 o @

TIAGIC oY ITHCRIA o &aRT 93 Data T BIC-BI¢ Block 3 Divide et T Ufshar atar ¢ |
End to End f@¥ea & &g 3T & T AW & folt [SFAgR |

End to End TR RaaiT 31K Fall shetel & v foFaeR|

Hquf 3eT T & fore fSeAer |

Transport Layer Multiplexing 3{X,Demultiplexing T &Te &Il & |

Transport layer application 31X Service T Connection provide #Xdr g |

JgT SMTP, TCP, UDP Si¥ WIcIehiol &hlH &ld ¢ |

SESSION LAYER (32 oRR): -

TS &l f3aTgad, hegeX AT Hak i Ueh-g@R & ATY hegfelehe I HTaLTehcll I §, Al Session FeTell

3T BIAT &, 31X TG Session Layer TR fHAT SATAT § | 3T IR & Hhareled H JTT, FI3TSALTT (3T8I0T &
T REara & v RATed F fhdeiT fohdsir &3 deh TciiedT Flar g1ai) 3R AT & Yl US U UTellhele o
T efFaerT enfae § 1 T o} & S8 warere: -

® o 0o T @

Authentication: - Session Layer Data @l Access @sT el Permission Check &cT &
TCoIIohalel o SId TECTealRHeT, HelolHe 3R halarld oh TTieIel & [ol TSFHAGR |

Session Layer cdeh US T UToileheleT & &1 13812, Taraeior 3R STSelier 43T aar g |
g T 3R FolarereT HISTEAAA o AT H1H FIAT & |

g o-IT 9T NFS, NetBios Names, RPC, SQL S8 WietehTel hlH Hid & |

PRESENTATION LAYER (Y92l aX): -

Presentation Layer @I Translation Layer 87 gl SITdT &1 TTCeTohleT ofIX & 3T IgT Extract fhar Srar & 3R
Acash TR ZTHTAC el & Tl TaeTeh Bide & HTAR AfATele [ohar SITAT &1 TR0 ol & el -

a.

d.

Presentation layer Ig €ITeT IWAT & fh 3¢T 59 g A AT AT, ATfes RIQaT STwiser (3e1) T TasT
ok 31X ST T 3TN et H TETH g |

ST YTC ¥ THY, Presentation ol TCalThele & TlT SeT SAWHIH &Y 38T hldT & |

al degioeherel fTed & ofodet (Rcaa) e g Fehcll 81 58 U & 39N Presentation Layer
aiHele & S1fAeT AT B

T 3T YR, STCT TTeshCele], 3T FHoaQlel ScATTS, IXDIH HIT & |

APPLICATION LAYER (TUCelihaleT o X): -

OSI Reference Model & 2T 9X Application layer BT &, SiT sicdeh UqalIchelel GaRT SFCAHC fohdT

ST 81 T8 VeleheleT 32T T NSTH X 8, o1d slcadh I TEHT fandT ST 81 I8 o dcash THad &
fow VuehenereT Afdad & fov fde & &0 & SR #dr § 3R I3 1 9rod SABHRIE &l e §1 ad




T3 (TSl ST, BRI, HBRY, 3TTE) AT 3T VT — TS, I3, TTtha Ig Hefl oI 7 TTeliehere
% 3GII0T ¢ | UCollehelel 1Y oh tharele: -

a.
b.
c.

d.

TCETTeheTeT ol UCelehelel, Vo 31 U Jordl TIHad &l HGIE il & |

gTag Y FaTfercy 1 HeeT HTAT S|

TE R BISel W, S-Adf 3R 3T Acadsd ATFcaI AT & fov toelianeld afday & v
fSFAeR B

5 o-IT WX Telnet, FTP, HTTP 31 Wicishiel S ld & |

TCP/IP MODEL.: -

e TCP/IP Model T 90 «ATH Transmission Control Protocol (TCP) T Internet Protocol (1P) gl

e TCP/IP Model I HEH Ugol Teh TEAT o RAC AWM & Acas &l [AIT0T ¥t & AT s 41| 39
AlseT T SAIAT ST a1 AT, ik Teh HTPeX & fohell Toelieheed ¥ g HX & ol 307
TTNheleT & T SNST ST T |

o ¥ goS dISS A9 &I Ush WIckhiol § 9 §H SeTelc Hed §/T6 HIse End-to-End Hegioiehelel 3TcTstr
ECIN

o EIAT/TEYT AlSe T fo¥eet TAATATT 2T -

TE B EXTAT T FUIC AT AT
g% Aeds H sarer A off Y ST gehdr 2
SHH Acash g TG AT 3R FeAFueT g HAST |

TCP/IP ATST H 4 T gIdT g o =T §:-

1.
2
3.
4. Application Layer

Host-To-Network (Network Access) Layer
Internet Layer (Network Layer)
Transport Layer

Data Packet Data Packet

Application Application ‘

Internet Internet

Host to Network

' Laver

Host to Network
Laver

i

Transport i — Transport
>
i

Cable

1. HOST -TO-NETWORK / NETWORK INTERFACE (8R€ € Aede oI¥v): -

o T A AT |

o STH WICIPIT T STAHTT BIEC J Talde gled o ToIT [ohT ST &, o ad Yehe Fat 3T T |
o Ig o faffe= giee 3R Afser 7 31797 3reET 8T £




. INTERNET / NETWORK LAYER (3=e3d¢ o ¥X): -

fRdY Seeiaie & Acde W fHdT Yohe Acded I Aolde T, Seelale I FEATAT ¢ |
IE IR T EITAT 1 1T T TG & |

Ig R Uohe & TATITH Y €T H I@dT &

58 AR # Yo A ST §, 3T 3T shATeh H Yahe I9d A & |

3TSYY (Internet Protocol) ST SEIHATS 3T IR & a1 SATaT 1

Sredole AT & AT U A= §:

> 3T Yohe it At

> & e

> HIs-H1S | I1=T

. TRANSPORT LAYER (SR9E oR): -

g IR g fATRad T &, Toh 3T T 3ManTad Ueh &1 IRkd IR il A1, AT 31 I} AT |

3T T dicsT TS T B TAUIE TR FLcAT g |

IF I ST R §5T G Al &

AU SR STT ol BIC-BIC AT A JIC ¢l 8, [oTad Acddh ol ST I 37TS § of oI Th|

ek 3TcATaT, TIAIE oI 3T ol Ueh shdTeh & tharg X 2T &

g oI &Y WIeTehlol T STeAhRT it &, ST 3R JSdT (TCP and UDP)

> TCP (Transmission Control Protocol): - Tg Teh THT Welhd &, 51 A1 3R ATSer & I d5¢ & &
ECERGIN

> UDP (User Datagram Protocol): - TdT Sietehier (UDP Protocol) Teh UHT Hethicl &, foradl shaien,
g 3nf r s 7 @ 1

. APPLICATION LAYER (TCell&hele aR): -

SIS ATSST S TR & UCellen?lel T SEAHAT X 8, [STHH A F& Hgeaqol e g

> TELNET Teh Sl hagiatehelel Setehiel &, St RAte #efiet st Shgdr §, 3R 39X Teelieheret defrdr
gl

> DNS (Domain Name Server): 3raTd (DNS) fH&ET 8 3SUY U3H &I Qreel & deol &l &, o8y 8Re
1 3T &1

> FTP (File Transfer Protocol) Ueh UET WEehiel BIc 8, ST Ueh scdes & 53 faffies Hegex # wigd
ST T § | Tg Ueh FeIsT 3N AT Wiethel &

> SMTP (Simple Mail Transport Protocol) Ueh U&T Wicldhel &, ST fhar off @ 3R #f5er & a9
SolFeliosh Fel JoTel & T 3T &

Advantage of TCP / IP Model (ER=Y/3msdt ATseT & ord1): -

o g AlSe TIGT G U HIH FLAT B
o ST AISH I IST TATIT ST FhT g |




o S HSA H FoAse X (client server) FHI TITAT ST ST Tehll B
o ¥ AlSH 95l A FFET GIeIhler 1 WUIE FT B
o U AT HI & HTYX & S Fetar2lel Fellel & folT SEAHATST FoHT ST HehelT |

Disadvantage of TCP / IP Model (S\H/3m2dY ATSol & &Tf): -

o ST HISH P SEe-AT Tg AR ¢
o SHHISH P fohdll GEY UCAIhRIST H SEAATS w61 [ohaT ST Fehell ¢ |
o SHHSH H, THUC oI Yohe T FSfaly bl Gl g ich ¢ |
o 3 AISH & HAT3HT 3R UetPrel & T IS @A AR 8T |

S.No. OSI1 Model TCP/IP Model
01. | ¥ U 7 Layer Model &1 Ig T 4 Layer Model g1
o &I ATH-IdT: Teh Reference Model & dR 9T | TCP/IP Model, OSI Model & Function 3iX Task
&1 ST STt 8 &I Real & Implement e &T AT & |
03, Jg Model TR Vertical Approach @I Follow &XdT | Ig Teh Horizontal Approach T Follows T g
gl
o Protocol OSI Model & Hide T®a &1 To/@er | TCP / IP Model & Protocol &I Refresh &IaT
" | 3T § Technology & aRafdd fmar sram &1 3T Tel g |
05 0S| Hisel FT ergue X UYahe & Bellady $r | TCP/IP ATse FT iEIIE iR Uahe & Feladl fir
K cGaR-Giky IRl el el g |
0. SHT TAUIC IR hdol holdle] RS BldT g | ST THUIC oI hAFeIA 3RS U FHoleheleT
AEH ST gl B |
. SHAT Acdd AT Faaeled 3NNeS T FAald | ST sledeh AT hddl dhaaled &g el gidr
o el g B gl
0. TE International Organization for Standardization | STeRI TIFA T AR & &I fFHTT T U
GaNT 1980 # Tdehfad foham T & Totdl, DARPA 5 1970 H S8 ST a1 27|
OSI Model, Service Interface 3{ Protocol I IS¢ | TCP /IP #HISel, Service interface 3i¥ Protocol T
09. | &7 & gRINT aar § 3R 3% i 37a7 Tasc | & a1 8T &, 37T ST Service & Protocol &

WATE |

TTH 9 & ST ST &

BASIC PROTOCOLS of DATA LINK LAYER (27T fa® ol & af8« Qeiaid): -

1.

Sliding Window Protocol.

2. SDLC Protocol.

A

HDLC Protocol.
CSMA And CSMA/CD Protocol.
IEEE Standards 802.3, 802.4 and 802.5.




FRAMING (3f&a): -

rfSTher ol & UTed SAwreer foed & Bid H Ed ¢ T e [Af¥ad 9sa (Format) & aRafdd
faram ST & To1& Sha (Frame) &gdl &1 3TeT foleh o1 ShfHeT atet & forw foreagR @il 81 ShfHer & gt
1 Tk AR bt AT & TR foram Srar 81 hHeT i & fav gaansit & e vd i o v e

Yool ol ST SATAT & | 3TeT foleh R & IHad: I’ YR & fhar Srarg: -
1. Character Count Method.

2. Starting and Ending Character, With Character Stuffing.

3. Starting and Ending Flags, With Bit Stuffing.

1. Character Count Methods (#i&FeX HI3€ AYS): -

=g AU J Y v & ATHA H Uah £ heg o7 39T foham ST & S 39 e & 3UTEd ide &
TSST T EAT &Y gof fhdT ST &1 ST JeIIdT § 39 e 1 3T 3T H AT ST & J9 37 Hies
o ATETH A € I H SUTE Shere hl AT AT T STl & 3R TF37er 6ol Y A1ec FohdT ST g |

S8 AYSH T TG T57 Jhdlel Ig § I SId 53T Bles & dog dcash H hEgfadnle & aRieT dedl
ST & Y Sha T TEY FIATIHT T 1o FIAT HRehel 8 ST §1 SH FHROT $H AUS FHT g & FA 3TANT
forar ST §1
3aleduT: -

a. Information: “a boy was going to school”

Sender Message:

b. [1]a [3]bJofy[3]w]als [5][gfo]i[n[g[2]t]|o]6]s[c][h]o]o]

Reciver Correct Reciving Message

c. [1]af3[bJo]y[3|wlfa]s|5]gfo]i|nfgf2][t]o]6]s[c|h]o]o]

Reciver Right Recived Message is “a boy was going to school”

Reciver Wrong Reciving Message
o— Error

d |1 [A]3 [blofy(4Ywla|s [5]gfo]i[nfg]2][t]o]6]s |c[h]o]o]l
—
Reciver got wrong message is “a boy was5 to school”

2. Starting and Ending Character, With Character Stuffing: -
9 AYS H Ycdoh Thd Teh ASCII aiereX Taerad & YR U9 38T bR o Adrad ASCII aerex 8 3d

FLAT & | T F¥FeT WFdT 9I: DLE STX TAT DLE ETX 813 &1 393 DLE &7 a9 Data Link Escape, o2
STX & dTead Start of Text Td ETX T dlcdd End of Text 1T & |

UE AYS FIFeT HI3C AUS & 3ideh I e I & [T 3UAET fhAT SATAT &1 3T AUS F DLE STX
YT DLE ETX & HIEIH @ FHEgfiehelel I Synchonization Toham Sirdr g1 wmefi-srel ariell Fa=msit &
FFGfARRIA & GRIT STX ETX dUT DLE HIATHT o gled kT THTIAT @i & | T TUMSA ASCII e & gt
O 3T 13T & G 3 Ueh UeReeT DLE 3ere &1 S1eT faham ST g




ST AN & aRT Ig SIS T UeReeT DLE Y REYR U5 & Hel FAAHT T Yo it & folw gerr
SITAT & 3R 8 YehI 37 TURI ere T 3YANT T 31T foieh ol Ik & FIATHT ol Acash S 7 AT AT g

Ig AYS A FTT aTed H{\ddld—ﬁ'ﬁ'dgd HTRIeh TeregT SeFed 1 SeFels Hidl ¢ ToTd HRUT SHH HAST
ﬁﬁa@mam%ﬁ%ﬁ%wwg‘%%l

3aleduT: -

S.No Origninal Message Sending Message

o1 || A | B | € |J||DLE|STX|] A | B | C | DLE | ETX |

02 [| A | DLE | C |||DLE|STX| A (DLE)|DLE| C |DLE|ETX|

03 || A| DLE | STX | C ||| DLE | STX| A |(DLE)| DLE |[(DLE) STX | C | DLE | ETX |

3. Starting and Ending Flags, With Bit Stuffing: -
g AYS HleFed FThal AYS & Z1deh I g e & [T YA H T IAT| $H AYS H STX and
ETX oI geTehY TULMe Toe Ueet “01111110” TG DLE & Sgol 7 Teh ‘0’ foe treter Yeet &1 99T fohar Sirar g
S AYS H FYIATT SR Bie H HST ST &1 WX ST 3 SaMdR 9y 1's T Ggaiel el § o g
TIere foT oot & e et & Tl T 0 foe Tew aar g1 34 R RAex RdT e a0 #aar
STIMAR I 1's T IgTeT T & e ag 379Tel T 7 39U ‘0’ Fl ger &ar g
' Origninal [0 [1]of1]1]of1 2221122 ]of1]1]1[2]2]oJofof1]1]

' Sender JOoJ1]of1f2fofa]afafafafo)a|a]a]ofa1]1]1]1]o)jJo]o]o]1]1]
— —

'Reciver [0 ]1 o1 ]1fofafafafa]ajafafa]oa|a]a]1]|1]o]o]0]1]1]

SLIDING WINDOW PROTOCOL (Famefaer [@E wieisia): -
TarsfEr faet ek dwsT & eanl SEcT TR S T Th TTY sfat & fIT 3TaNeT fham St &1 59
AYS H AT 3T A T Acknowldgement 3TaeTeh BT &1 3HH desX U RIS & 91 3T e gl &

TSGRt 3TATT B &l Aoler T RAT i T forar Srar &1 A Merspiel T yohR 8 Janfaa S ama g -
Sliding Window Protocol
1. Single Bit: -
a. Stop and Wait ARQ Protocol
2. Multiple Bit: -
a. Go-Back — N ARQ Protocol.
b. Selective Repeat / Request ARQ Protocol.

A. STOP AND WAIT ARQ PROTOCOL (¥2T T8 € ARQ RaT&hid): -




SHRT YT Connection oriented FHagfeheleT & T SITAT & TUT $HHT FANeT ST foleh I A QI & | Stop &
Wait Protocol H AwsT Ueh AT H shddl Uk 2T B ol &1 RATIT &Y Send HIAT & 3R RS &1 9 21 A
YT Bl & ot @8 Sender @l Acknowledgement $ISTT &1 Sender GERT Sl T8I Send T § ST el aTel
%heT T Acknowledgement 38 T 3T 31T &T |

Stop & Wait Protocol ST HET BIIET & SHT Accuracy | F4feh TE 39T ST S T3l SiSTall & o1

TO&er dTel ST acknowledgement TeT 31T 8T SHX ST %heT o Lost & STTeT hT EHTAAT W &l STl g

Stop&WaitProtocolwaﬁwww%%w%ﬂm%@vﬁem@r?ﬁaﬁa@%ﬁm

(slow) T ST &1 FATTh Sender 3T3TelT Shel A& doh oAal HoldT oId deh 38 Ugel drel hr Acknowledgement 9Ted
T8 8T SITdT| 39 ST Sender 2T Reciever gt &l Infinite THT & [T SedoiIX el ISdT &1 3T he Jolat
$I Ig UThAT I« doh Teid! T8dT & ST deh T Sender & 91T Holel & foIT SeT @A gl

B. GO —BACK — N ARQ PROTOCOL (31 & 31T WeTHIel): -

3HH Sender Window 3T Size ‘N’ 8IdT & | 3GI8I0T:- Go Back 7, A Sender Window @T Size 7 819TT| Receiver
Window T Size g2 1 1T g

SHH Receiver Tdh Acknowledgement Timer &I Maintain T g1 ST§ 3 Receiver HI$ Frame 9red
(Receive) T § A a8 Teh w7T Acknowledgement Timer 3T & &Y &l & STe Timer WA (Expire) 8
ST & d Receiver 3+7 @Y Frames & foIT Sender &7 Acknowledgement &7 SdT & fieTahT 38 THT dsh
Acknowledge =T8T ST 31T 2T

Go Back N @T 93197 Independent Acknowledgement #iStet & forw 8 foham ST TahaT &1 Independent
Acknowledgement T FI19T ST U84 WX fohaT SITAT B |

Ife Receiver AT Corrupt §T Forame &I UTC T & df 98 39 T (Discard) T T g1 3747 Refax
Corrupt T Frame T Accept =T8T Il &1 ST Timer Expire g SITclT & @ Correct Frame T Sender aIRT
AT

g7e Receiver ThAT & Frame &l Receive T § foldenT Sequence 5T TGl o1gT & df dg UH Frames &l
e Discard X &aT &1 31X 39 NS A 37 arer Tt Frames &1 8T Discard & 3T ST &1 U041 ST
gIdT & FITh Receiver Window &T Size 1 8IdT & 31X a8 el (Order) & g1 8leT dTel Frames T Accept gl
L GhT g

e frdT AW Frame & folT @33 Acknowledgement 9TCd 18T T & Al Ig TSI SITdT & fo 98 Frame
AT 38 d1G 3T aTet HT Frames &1 Receiver & GaRT Discard X &1 311 §1 3@TAT Sender &1 37
T Frames T GIRT ASTAT 93T g 31Tl Sender T I8 Window & gaRT Send &%t usel &1 gehfaw
24 Protocol T dATH Go Back N ARQ 9sT|

i IS Frame Wa%qgaﬁﬁmﬁr Lost 81 STl & A 36 Frame T GaRT 19 csfl ST ST Hehdl
& ST 39T Timer Expire g1




C. SELECTIVE REPEAT / REQUEST ARQ PROTOCOL (difFea Rdie Redee wietsia): -

Selective Repeat ARQ (Automatic Repeat reQuest) Teh 3eT foleh oIIT Wieiehiel & it T Sliding Window
faefl &1 9T & §1 Go Back N Wielhlel & Errors 3¥eh gl TR heH &l GaR] aﬁaﬁr:ﬁrag?rmfr
Bandwidth 3T SJeh&TeT 81T & | SHTIT g Selective Repeat / Request ARQ T 19T il B |

3HA Sender Window Size §H2IT Receiver Window Size & sRT& 8IdT &1 (Sender Window @T Size =

Receiver Window T Size) ST Size HRAT 1 ¥ 3T §IdT § 3T AUT T HIerhidl Stop and Wait Protocol

§oT SITAAM| IS Sequence sTsR o foIT “n’ bits 3UcIstT § I, Sender Window T Size = Receiver Window

T Size = 2n/2 = 2(n-1) BT &1

e Receiver e Frame & Independent (T33d) T & Acknowledge FIAT &1 ST T REIaR, TosX & Fig
Frame R&Ta #aT § A a8 3ThT Acknowledgement H<TdT & |

o ¢ Receiver ThAT TH Frame &I Receive IdT g ST Corrupt &F dl, g 38 Y Discard 18T AT SToh
Sender T Tah Negative Acknowledgement HSTAT &1 Negative Acknowledgement e &1 Sender 3&
Frame T GaIRT #ST Hehell & 3R 38 TohET Timer & Expire g1 &l Seclol} 6T $hell TS|

o fe TRAT Frame T Sequence s8R 1ol 81T & ol RETAX 38 Frame &I Discard =161 HidT| 9§ 38 Frame
I 379 Window & 3@ oIdT &

e Selective Repeat/Request H, Receiver Window @I Teh Linked List &7 d¥g Implement ThaT SITaT &1 ST&
Receiver IS 7T Frame RATT $HaT & df 98 5T AT Frame T Linked List & 370 & 3T 2T &1 519 &
T Frame 3T Sequence =TaIX ITeld 81T & 37T Frames 3196 shaT (Order) & =181 &l g af [RATax Sorting
T GBI T & | Sorting & GaRT sha (Order) T Hel o ol SATAT B |

o e Sender IS Frame $oTdr § 3R ag oer 3 &gl Lost 8 SITdT &1 dF o8 Searching 3O &l GhIeT
WT%B—ﬁTW@'&g‘UW&STSearCh AT & 3R ST e TRer ST & ol Sender 38 Select Sleh GaRT
AT ST 81 3HH I Window sl #1571 T ST 18T TSl | SHTIT S8 Wetehlol sl Selective Repeat Hgd
gl

o IS HIS Frame Wﬁﬁaﬁﬁma@m%mﬁmmﬁwmmm%msﬂ
% o foIT Time Out Timer @ce (Expire) &1 STAT & |

SDLC (SYNCHRONOUS DATA LINK CONTROL) PROTOCOL.: -
fsld 3rer foleh YIcihla &l HTSETA & GaRT sacd fRaT 3713T| 31eT foleh aI R ekl § foraen

33U AT Acas fhcFaR TadRRAFE & fhaT JTAT &1 3H Wil & sicds o AT harrd Hi
AP SRR & [anfora forar Sirar §1 I8 X fhfSieher sheter ol 31K difoiehel oR—IT g 1

g Wielehia [affiest Yo & 3TeT Toih T cidleliol &l §UIE T § 1 3816 0T & oI dise ¢ dise
foleh, FEY Toieh, ™ sicash, Ud Yeve dicdeh| $HA & YR & sicas 91U Sid § Tgoll WS #ilS GaT
Qs A5 | IISFT 1S & BRI ehs{ 1S &l helel el Bl & | STafeh Yehsdl #A1S ART FAATHT I TSaly
A H A & foT AR g1 B




HDLC (HIGH LEVEL DATA LINK CONTROL) PROTOCOL.: -
High-level Data Link Control (HDLC) WYeterier Network Points IT Nodes & &< 3eT JaTRd 3l & forw

Data Link Layer & Communication Protocols &T Tar B G 21 HDLC T Bit — Oriented Protocol &1 HDLC
Protocol & 1SO @R Point to Point Data Links 9T S¥dATe &el & folT SI=I13T 9137 §| HDLC &I IBM EaRT
&1 31T Synchronous Data Link Control (SDLC) Protocol & 3R UX 11T 31T g1 g Cisco T T
Routers 9 By Default Configure 8T & STeIT 38 37eT9T & Configure el sl AT oTgT Bl & |

g wWrerepier Full Duplex Communication 3T Support 3T g | HDLC Ieiehlel Data &l Ueh Data Frame
STeIdT & ST Devices & Data Flow Control 3 Error Corrections 2T Capabilities Provide #dT & |

HDLC & Wb & Transfer Modes, Normal Response Mode 3R Asynchronous Balanced Mode 3T T&esT

AT &

a. Normal Response Mode (NRM): — JgT, &l YohR & T &, Teh Primary Station ST Commands a7 Send
FTAT & 3R Secondary Station WTCd SIS T STATT ST & | ST 3UALT Point — to — Point 3R Multi Point
Communications & forT forar STaT g1

b. Asynchronous Balanced Mode (ABM): — 8T, hifehaReAeT Tclfolcl &, TTell Tedeh T HHTS ol Hehell
& 3R FATS FT SGE & FhdT &1 SHHT 3UITT Fhad Point — to — Point Communication & forw fmam Srar

gl

CSMA Carrier Sensed Multiple Accesses (hRIT T AT TFAH): -

I Teh oicdsh UFaH HYS § Si QIS Acdch caalloliol ol $l SUIIC H sicde UFHH Pl Hhelel dlel o
fOT T foham ST 1 58 A A 9gd AR f3argd T Aead deael A 3T g1 § S R SenhA &
CRATAT et o I AeTel o ST et ot ATy Y Siier izl &1 F¢ Yohar sgcd AR f3arsd & ganr ueh
1Y CrATARNST & qd [T ST § SHTAT 36 AYUS &1 HA T AccITel TriH Hed & 13I8 Fetehiel el
YRR ST BT &

1.1-Persitent CSMA (1-Rf&Ee CSMA).
2.Non-Persistent CSMA (AT RRIAFEE CSMA).
3.P-Persistent CSMA (P-9Xf&Ecc CSMA).

1. 1-Persitent CSMA (1-IRRATEE CSMA): - 3T AYS H Y f3a18T 31T e &I TITTHT AT AT & I8
HEG AT YeTol Bl SHINAR 38 Taol AT SIS glet Y [EUTT T ST T g1 e ST ok Aefer
TSI 31T § a9 do fBarsa dae & 3msfEad e #r ufa a% saoR aar § 3R o & daar 3msfeaer
e & ag f3arsd qid €1 Senhd &I giafe X ST &1 38 38T aIfAfafer & SRoT 31er that & Ssfet Hr
TifeRar T (01) 81l & 3R safav 58 1-RfAwde CSMA Fga £

2. Non-Persistent CSMA (AT IRRATEE CSMA): - 38 AUS H 31 f3a159 Senhd &Y CiafAe LT aigar g
a6 HEGeTeheT eTel T 3Heh Tl AT TSI glot 1 [Fufe 1 Sy fovdlt I5H 3ATSE 3 a7 A
AT § | ST AeTel 3MST3T AT & I I8 STHHHA i cleahlel 31T &l © IR TG Frgfaanert Aever fslt
AT § a9 I JATT AT 37T F dTel 1 SRBIST gl 1 [eufT Fr I Fear g1 = Raa
THY 3T & HRUT Y Al RATEE CSMA Fgd &




3. P-Persistent CSMA (P-RfATEE CSMA): - 39 AUS H Y 35T Senhd & SrgAe T I8dT § d8
FEG AT HeTel T Teh TATRE ALY ITeRTel H ATl T HSTSA gt T Tty T Sirer avdetr &1 I
Barsg a1 da Seit Aear § a9 ag Adte Tdic & v Sdeik T § 3R S & Basa & daa
33T AT a9 a8 Senha &I WTTiehdT P & TTY STiha HI 39 Tallc 7 N T ¢ |

CSMA/CD Carrier Sensed Multiple Accesses / Collision Detection: - hRIT B HecIqel TerdH (Collision
fScarersT) Teh HfSaT v hugial AYS § [T AT / LAN Teheilch H hTthl 19T fohdT SITaT & | Teh 0T
ufa Sigr e ol 7 v’ T&ar A TeoreT § 3R T Teft 50 deTel GaRT STeT Sl AT FI Secd Tk X I3 o |
o TS 7 ar g9l ‘0’ AT H TEUA deTel H 3A-319A STCT I Aol T I 3| A 30K Tah A
SITET ¥ o STCT I Teh AT AT f&AT Y It FHEAT @3 Y Sieeft AR vt feufa # & Affies e &
3TeT & &g Tk Collision g1

CSMA/CD Teh VY doheileh & STl Tt TCeT 3IET Hl 3Tt H TATHAA & folU St 37 Uil i
A &1 T Nethic I TAUTT oIaT & o shleT AT et AT FRAT ohel ST SedHT Y& N o1 F s7eT el
corrupt §T STEewRIeT e Tgd|

IEEE 802.3 ETHERNET ($2R¢€): -

SeRete oY IEEE TEUSE 802.3 & 3{d9Td hIH Fle) dTelT Uesh LAN dehaileh &1 & ST 98 TR OX 9T
3T &1 37 Technology &Y Heg & Computers 3R Networking Devices &t 398 & Connect farar SiTar § 3R
Information T Share fhaT SITAT & | “Ethernet” TCP/IP Stack % Data Link Layer T Protocol &1

Ethernet Data Transmission # @I A& & felc & SEAATA T & Tgell Frame 3 AT Packet| Frame
hadl Payload T of & gl ST dfeah ar MAC Address T 8 I12r & o & SITdT &1 MAC Address Computer &7
Address gIaT &, Tora& &1 ar Sender 3 Receiver Computers T 9dT 9Tcd & b |

IEEE 802.4 TOKEN BUS (SY& a9): -

IEEE 802.4 3T Token Bus 8T #gd &1 38 WIcIehiel T 3UATIT LAN & ae]37er RaT §i=1et o forw fehar sirar
€| S8H 98 AT &Y ATl 7 ThiTeher HITSAT o TIT SITTFHIS shefel ST GATIT T SITAT & | Teh 370l RaT
T [AATT [ FeoT TE2UAT &1 39T H Teh AT H Thotore AT S1aT & [HTH Teh T2 379aY ISIET T2
RpToTerer U3 T ST=TehI T ¥
$H GIctenlol 3 fohdll FAST &l ATl & G Teh Sehed (FATS HAST) T 30 N1 7 3UTEAT FHATT €U & ALY
cigHe fRaT ST §1 39 Slehel & ATETH § g LU Y 31eT TFHT T 8ldT § 98 LU Sehed Y
RET T AT § TTITT TSAT 39T STeT AT T STHHE HLAT TR AT & |

IEEE 802.5 TOKEN RINGS (&Yahet Ra1): -

Areret RaT &1 IBM E@RT 1980 # $UIC & [ashed & ®9 & fasfld forar arar am| 3 LAN & faw v 3rer
e dareiier & fTT Devices Y Teh TeR AT RaT araidiel H dhaae Hid &1 T 0S| & Acde oaT H FHIH
HAT | Teh TCUSE Tlehel 3T hdel 16 Mbps ek T ITTT I TFATS TehelT ¢ | I1G H 34 [ahAd FT & sTHT
7Y T 100 Mbps T RT3 ATfh A SR Fl cF & T |




Woring Methods of Token Ring (€teheT T #Y Hriwomel): -

LAN EeIhaAareleT oh STehT AR cToheileh oh TAURI clehe] 9T Ueh IT Ueh & SATGT STCT thel hl Hocod Il g Sif

Sl Acash # gAd W@ &1 31 heH T il etres Devices GaRT Acdeh 7 A FrRAT S1elm § Forarehr

yferar afaf@ag: -

i.  Rer deda & v F I Y Yhe 31970l f3asy I AT |

i. aY f3asd 6 a1 & AT FaT § 6 58 A F HIS AAS, T AT 94T § Y AT | 3R QAT § o
fSarsa AT 1 e I AT X geT ST § | 39R A TS AT § ar al Shel WTell & 54T TgI Tl Tha hgl
IS

iii. 5T oy & v W@ @ ar A oty dar ¢ 5 AAS 9o § a1 7871 3R AT § af F AAST srer FHr
Clchel el H STeldT g 3R 39 ar9d LAN H AT ST g | 3R AU oAg! SAotell & ol [Sarsd 39 cldhel hal
I Reliet A ST g T Hierd T 3 37976l thal 30T T g |

GEX 2real 7 &g Al sicdeh Congestion T F#H el & ToIT Teh FHT W &% e farsd &1 y3iter f&har srar

g1 3T aTel T T I T Devices & ToIT S9TAR Rl fham SATAT §1 TieheT ieT §18C & 8Id & ToTae

Start i End f3faffet 81 & 31 a8 3 SaTal 8 76 $ha & el 9 81 161 ¢ 3R &gl I WcH 81 16T 8| el &

37eX UFHH FUid d15e T 8T & | STeT $les T JT™ehde Length 4500 STSC & AohdT ¢




UNIT 03
TRANSMISSION MEDIA AND MODE

DATA COMMUNICATION (ST HFIfAere): -

ST HEgfAchere, SafaeeT MfsTd & Areaw § o fasdy & o Ser &1 vadds gl
sicdfeher H HFcgiedr FSarsad o A<l [thioTehel Theler2lel Shalel HITSAT AT ALl HITSAT & ATCTH
T Tfd fohar SITdr 8§ | SHeRT Y 3707 3eI8I0T Sclaic ¢

hTYC T IUANIT, SADIHIT ohl Sceo] il oh ToIT [T ST &1 TH SABIHRIET T Teh FATeT
A g8 T W ZAAC fohar ST =g T | 58 9I18H sl Data Communication &gl ST g |

o1 3CT T FAAV & JTETA-YeTe & fev agT IR {¥ex garv arv § 3% Communication
System &gd &1 SN, &rdl, TN, AlNS, $eleic 3G acdAT & Hgcaqul Communication
System g1

(1) Transmitter (4) Message I (2) Receiver

E_—r (3) Medium i ———

[ A—— L Y
(Wire/Wireless
l
Set of >1 Set of
Rule }4 [ Rule
‘? >

-------------------- (5) Protocol

1) Transmitter: - TRAHICY f3A8H HAAST ASTAT &1 I Ueh Hegey, TehEele, TAwle §sde, fifsa
HERT 3R FE o g FhT &

2) Receiver: - Refta¥ graefiet ganr &t a0 #d & Rf¥T ar §1 78 o v aege, asheeer,
fomiet §58c, Tohfase, 3R Fo i & T ¥

3) Message: - #UT U ETARA (32T) & T8 Communicate AT ST §1 93 SFEe, A, SH,
|133, I1 ANTSAT AT HS o1 g1 Hehl £ |

4) Medium: - 8 Communication Media IT Transmission Media ofT &gT SITAT &1 I§ Wired 3T Wireless
aleil 81 FehT & | Medium g HATEIH IT A gIdT ¢ fordeh GaIRT Message 3l Sender & Receiver ddh of
ST ST g1 38H <fa¥es IR dRR, HITFA3T hael, BISaX e shad, ool IT 34T a9
(T T AT ATShIAd) &I AhdT & |

5) Protocol: - HIeTehier AT &I Teh T § ST ST FHagfoAeh2lel Fl Shelel HT | TE HFgfnglel
farsay & T T e 1 Rude &1 Wepid & foar, & 3arsy fage v o7 @oa §, dAfea
HFEG (eI 6T Y Hehcl |




COMMUNICATION CHANNEL CHARACTERSTICS (WHW?W) -

1. Delivery (fSeltadl): - facfiall & ATead S1eT &I Teh STeTg ¥ gER 1918 |1 &9 & 9f¥d &t § B
ToTeH 1 T SR W 3T i F3EcIsge i a1fgv|

2. Accuracy (Y&cdlT): -Tg STeT T I[OTdcAT AT STeT HT T 8ot 1 a2 & | FAEeH I Fgr ST @
ST f3eitar &teTr anfew | I Ser it grafer 7 aee fedm a1 af ag et ¢

3. Timeliness (FHITEAT):; -%W?ﬂ%ﬂﬁmﬁqgmﬁﬁﬁaﬁaﬁmﬁl AEed =i
AT R 3T 3ol ¥t anfgu| &3 & f3elay foham aram seT ddhR &

4. Connection Type (el CI8Y): - Teh deTel Wired IT Wireless it & ThdT g |

5. Channel Noise (deTel #11g91): - TRl ShagfeieheleT HeTel H ISl T HTAT A § HH glail TG T

6. Channel Bandwidth (dsTer d3fagy): - Ssfasy 31f¥® gl @fgv| 3= 3T Fal TS & forw
TSrcretr 31f8reR dsfager gram 3o &) a1fa & T3t AT Fagfsheret g1 qeharm|

7. Channel Capacity (Tt hUTEEY): - fehdll HHIT H TTel # communicate glel aTell FHAT shT HTAT
T TR AT § | 31c: eTer ST HUTALEY 3110 g T

8. Transmission Time (STATARIS CIH): - Jg dg TISH BIdT ¢ TOTHH IS HAST AT H Folat & forw
AR BT & | AeTeT T 3T I[UTeedT & T SrATARIS SISH A gl AigC|

9. Prapogation Time (J9T3IRMT CIBH): - T Uisc & 3TCAT TS doh dddel o AEIH & fohdl
AQS Y AT H T T AT T JNNAA CSH Fged &1 deTol T IS 0T & forw
UY13I2IeT CISH Fd gloT AR T|

BANDWIDTH (Ssfasy): -

fAfaa @eT & grafAe g1 arer Ser 1 Bandwidth gT ST §ehdT & | Bandwidth, faferse @
H ATHIST AT eI AIAH U 31T heged TX ST THBT o IT ol [SEhse &haT &1 Bandwidth T
forea ufd Gehs & | ST 81 dsfasy 1 fonelt ot giwte (Bytes, KiloBytes, MegaBytes, GigaBytes
3nfe) & veradd fovam S gehar g

g SATelel Hgcaqol & Toh HIM “Toeq 3 A9 “arsca” & & g 931 3R g1 T a13¢ (B)
7 8 foed (b) A &1 3eTe¥0T F AT, 15 MBps 15 Mbps & THTT 8T & (13RFH b 9T €41 &) |
qgell 15 MegaBY TES & &9 3 T¢I SITdT & STafeh @il 15 MegaBITS &

BIT RATE OR DATA RATE (RE (T a1 31T ¥E): -

Data Rate Ig Rate &I § [oTd O AT &l CrAW FohT ST &1 38 =T 1 AT 9id it
TBH & & H IFd ThAT ATAT &1 Bit Rate 3TUTRA BlHc I T Bl & oId Th BISol HASS
horghelc &1 STl § VAT SHTAT &rdifeh Bit Rate dTehs # SeT Rate glcll & WA ¥ Bit Rate g8 Data
Rate & it 9l Ifele @A # bits 1 F&AT & &0 H @il @ areh 81 Bfoee AedAisar 7, Bit
Rate 1T &7 AT &I G2ATAT § AT FYOT STTHRT AT RIS 6 AL & Tedeh Jfelc H TIC I 8 |




COMMUNICATION OR TRANSMISSION MEDIA (F#gfaraere a1 erafers Hifzam): -
Communication Media g HIEIH IT AT GIcT § oA GaRT ST d FAI3T I Sender  Receiver
T of ST ST & | 9 Transmission Media 3 &gT SITdT & | I8 eIl Ad &l YhR I gIdT & |

Communication Media

v
- B
Wired/Guided Wireless/Ungulded
- v - y v
Twisted pair | |Coaxial Cable| |Optical fibers Radiowaves| | Microwave Infrared

GUIDED MEDIA: - #E&I: Point to Point shegfeiehels & folT FANT g §, eged sicas H
fafFereT R & fhfaiehel AeTel AT FHFG AR 81 &, 306! # d Guided Media 8T T &1 30 ATETH
H g Hldcadh  HYAT WER FAAd X & fav anfeass ar 3rar &g 1 gerei
WIS T AT HAT STAT &1 AR ATEIH 37UAT TIR T AR TIR ATETH & Guided Media
(Wired) SgelTar &1 38 Hf3AT F Sender 3R Receiver &1 & T ARG I o 81a &, 3R
SoTch 1T 3TCT l AT e o foIT HIfde dRT T 3T Fld ¢ | A Hifde IR I TdR gl g

1. TWISTED PAIR CABLE (ef3%s 93K $ad): -

TTATCS U3R haof T JATIT LAN (Local Area Network) & Te& SITGT fhaT SATAT & | IE hof al
Insulated AT T TRT & AR T g1 &1 T8 RER fAIC g1 §1 Tg Ahelohl g Tl
YT I ST T &

TTATES U3R halol T YA T AT 8T &, FAH T ATfhe H AT T 3T & ST &
AT I HIH HEAT el Bl & | HEIET W AN elTSeT ohT HATSTeT il o [T ATSH hl S0 AR A
AT TR ST &1 38 AR T 3UATIT GIATY, TR HTAReh AR, eI & FATHAIT Fcdeh Sl
T T X & T, 3fe SToTg 38T Shalof &t WA9T T ST &

Outer Overall Pair [Twisted-Pair|
Jacket Shield Shields t

Color-Coded

/ - Plastic
— ey

el AW g I ZTATCs YR hael gIcll &, Unshielded Twisted Pair (UTP) 3iR Shielded Twisted
Pair (STP), TSTeTehl 3TaRTehcll 3TTHR G TATaT it ¢ |




a. Unshielded Twisted pair: Unshielded Twisted pair # &I Wire Teh g & # Hdifel 3TehT # foradr
gIdT &1 I Cable 31T X 9T 100 & 150 meters ceh Data @I Travel FRT Hehcil & 3H Cable 7 Data
1 GB & 10 GBPS ¥ Speed & Travel Y TehdT g1

b. Shielded Twisted Pair: - Shielded Twisted Pair & Wires & 39T Teh Shield gldT & 198 58 Wire

# Transfer gF Ig Data T ATSr Speed AT § Fifeh T Shield Data % Electromagnetic Field 3T
% FT T ¢, ST Data Signal T Travel 3t FiT Speed ¢ T &
Advantage of Twisted Pair Cable (€fd%¢3 U3 hadl & oITH): -

1. IE Cable &1eTd & fardY 37T Cable ﬁgﬂﬁﬁ&gﬁé‘rm—?ﬁﬁ?ﬁ%l
2. 3HHT Installation ST Tl (Easy) &1 &1 $HDI RJ 45 ( Registered Jack type 45 ) Si& Plug &
1Y 3T & Connect fhaT SITAhaT &1
3. s fhdr 8 Node & Easily Network 3 Connection f&ar ST ST g |
Disadvantage of Twisted Pair Cable (fa¥es 93 shalel I BITIAT): -

1. 39 Cable & Data 3T SITET Long Distance dar Travel sT&T &1 ST TehelT ¢

2. Ig Cable ST aTdTa’oT & Effective glaT & adifeh 3T@H Electromagnetic Field Sa7aT & foaar
Electrical ATS<T @ Interference YT 1

3. 3 Cable # & T Node T Connection ST ag &1 Easy 8IAT & 37d: I8 et & fergrer @
31T FRI&Td wTgl g €|

4. 39 Cable # Connection §&a1 9X Data transfer I TS Y e 8T ST & |

2. CO-AXIAL CABLE (RUfFH3Te Fael): -
CfaTCs U3R Shefel T AT F AVST ST Fhell & 37T Tg FET o [T Ig HaAsi gl ¢
<faees U3 el & 38 Drawback T T F¥e1 & foIT Co-axial Cable T JNT foHT SITdT |
Co-Axial shael Center Copper Conductor (Core) & fAert =it gldr g1 I& Core Second
Conductor SR & T gl &1 SN IeT: Tollffesh HT Hal & Tl gl g1 Co-axial dhelel I
geTeh Impedance & 38R F3fiehct fohdT STTAT &1 50 Ohms f3TSieer Sr@f@eRT TT 75 Ohms TsTellar
CIHTARIE & &9 H HIUTFA3TeT Shelel Sl Gafichc] ThaT AT G|
o 3HF IR FT I RN 0.4 3T H 1 5T dh BIT g |
o CfAECS A3R chelel hl Jolell H g 3 JIATA BIclT & U Seg JHTHTGAT & ST AL ST FehelT B |
o Sofehl TUTS TIAEES Y3 helol S Jofell H Tt BIcil &
o HIVTFHITS Haol T olFal gUI o TorT yar foham Sirer &




INSULATOR

f

CENTER
CONDUCTOR

OUTER

COAXIAL CABLE C?QI?IIEEE)?R

Co-Axial sheeT & Y hT gldl & Thin Net Cable 3iX Thick Net Cable
a. Thin Net Cable: -
e g Thick Net Cable &T T Update 3iR A& f&d & (Version) g1

e I Data Transfer ¥l T gl 500 #HIeT deh &, FAlTeh SHHA Inter Connector & SATH &l TGThT
Shield 371X Insulation T &# & &A1 31T, A Signal SATET g4 dh Strong &let o131

o SHe Installation ST Hard AT 31T Ig HIEY glel & HIROT ATST FHoK | FTHA S Tl I ST G
ETEl

o TIHTS H SHHI YT Cable TV H fhar ST § |

b. Thick Net Cable: -
e IETSH Original 3iR 9geT Coaxial Cable g1

o 3HT Data transfer s¥et &I gl (Distance)185 HieX deh &
o 3H Installation 2TST Easy AT 3R Ig oT<iTell-31R AR AT [0 Teat &1 SITET T T AT
e 3HHI FiComputer H HEA Bus topology & Tl ST AT TIAT FHI H SHHT IuraT
Computer H o & SRTeX g |
Advantage of Coaxial Cable (FIUTFH3T el & 1H): -
1. SH hadl & S3fasy 31T gIar gl
2. SoTehl TIS TfAES A3 ehefol ST Jofall H ST BIcll &
3. B3fcd Redeq o1 cafAs as afa A gar gl
4. FATSST T THTT S 8IaT & 2T 91 fFaYy aRadeT & S1eT ST JaR 8T ¢ |
5. SIUTFH3TST Shelol o olFal gUI o TorT FNaT foham Siretr &
Disadvantage of Coaxial Cable (PIUTFH3T shalel I BIIAT): -
1. ITE TG shelel 96 g1 ST dl G sAcash o & gl Sar g |
2. 39 Install AT STAECS UIN shalel T JolelT H hideT T A GBI & |
3. gfe ofres TEr 7918 o &1 Y vl Ground Loop ¥ ST ThdT g1

3. OPTICAL FIBER CABLE (BIgsX 3ifCehel Fdel ): -

IRl TR T GHET dhelol BTSSR AT dhelel Gl §| BTSN HTTCed dhelol Brgel o
AR ST BIcT £, ST SI1SC &l Fhsde adl &1 T§ dR T & §oIRT T F ATHT 8T § 1 T BISs
fremg 3R caf€ces & &I & 81 Tohdl & | STH TcAh hid T I2AT Teh §Td & FTHTT SRIh aIdT & |




BTSN HITCEFH Shelol H STeT &l HTARI SHIBI AT GIcll & | T heol T Shalel T Jolell H
BT &1 3T Fadl H a8 31 R, 3iTeecad BISsR R 8IdT g, ST ToTiecesh a2l FHrd F R gait
gl &1 Towe srer genrer &1 ¥€fis & ol #F SEHT gl g Fg Core, HiTCead aHT Tube &
oY gich &1 3@ T Protective Outer Jacket & oI EIAT &1 I8 ool FR&T & faw it
AT BIcll & | S8 BIE TUT el gl Alal o fIT FieT foham ST |

Secondary
buffer

D

Glass cladding

Glass core

Primary
buffer

Advantage of Fiber Optical Cable (RITTFH3TeT hadl & ATH): -
1. SH hadl & S37asy 3T gIar gl
2. Electromagnetic Interface T YT &hI# 95T ¢ |
3. ST9T oldTat P HFHATGAT A gl g |
4. IAT HGoRTBIAT & |
Disadvantage of Fiber Optical Cable (IUTFH3TS e Sl BITeIAT): -
1. 3 Install AT Hid 3R AGIT BIAT B
2. G helel 3 shelol &l Jolell H 37TAh A ¢ |
3. TIISC T AT A% Ueh & SRR H giar g |

UNGUIDED MEDIA (): - Unguided Media I Wireless Media 3 &gl ST &1 Teh UAT medium
@A Data & Communication # Wire &7 I 5Tg1 fehdT ST & TE Teh Wireless Communication gl
&1 Wireless Communication AT T U Electromagnetic Wave & HTEITH & gl & ! Electromagnetic
Wave &I Electric 3R Magnetic Fields & Combination & Generate fhaT SITAT &1 Unguided Media &t
fArafaf@d i JFR FTIar g -

1. Radio Waves (X33} 3&H):-

e SoTohl 3Tgfcd 3 KHz & 1 GHz T glcll 81 Seo 3T & TATUA fohdT ST Fehdl & TUT Soteht
TSIl 8 3T BiaT &1 USA aEr SATEraR Omni Directional el €1 STe Teh Antenna 333
RN T TIATAT T & ar I geft feemait & ther S &1

o 3T AT FT TAT CNfaated, HESeT TAUT IZAT & Communication F 8T &1 378 T Radio
Tuner 81T & ST foF ITSAT A@M FT Receive AT § AT TS H o7 a3 I Mechanical
Vibration  Seiet el & Toad g TR & 3Tt Gors el &




N

. Microwaves (ATSshdeH): -

o SHH HUIT T THTAT FolergiAdalice dlail GaRT [T ST & TS aehl Wavelength st HETHTeT
H AT ST |

e Microwave Communication # 16 Gigabit / Second Data T Transfer &It T Speed BIciT & | Tg THh
Unidirection Communication 81T & 38 forw 32 31K 93 Tower o19TTsY T ST &l &

e oI Tower & TR Parabolic Antenna T Use T SITdT &1 31K €Il Parabolic Antenna s frelghel
Teh gAY & HIHeA T Direction 3 @M i1 & fEd Micro Wave S1H Travel X b

o Sofehl 3gfed 1GHz & 318 Bl § AT ¥ 31ieh YR & gidfAe A fAfAd gt &1 Microwaves

T W3 WT Yehlel AT ATGTS el ATfe; 7 fohar SITar § a2 Wi-Fi 3 $iY 381 931eT fhar SITaT g

3. Infrared Waves (SRS d&H):-

o TeT 1800 F TAYYH TX william herschel =¥ infrared st fasr e foram |

e Infrared Communication Te Unidrection Communication 81T & 138 &rar a1 fhar T Physical
37eRIET T IR FET & Hebell © 3R AT &1 Ig SATET Y deh Travel T Hehell &

o g T [IAV cRacEd ol fatcrareshy faehor 8T & foie &4 Infrared shgdl & | $eT ol &l
HIST & 61 Hehell § Io] Skin # Heat & §9 7 HGHH 37T X Hehcll & |

o 3ol TAET TV RHAIC &Huelel, Wireless LAN, CCTV, Automatic Door, Remote Control 2T
A ey Awes anfe & fFar Srar |

4. SATELLITE COMMUNICATION (¥TSE Foafarhera): -

e I 81 T Microwave Communication &7 & g&XT &9 & W 3 Process H FHT 9T oer
Parabolic Antenna ITEr 3TATX&T T Orbit H AT Satellite & Communication X &1 3T 3T
Communication &eT & ATEIH Uni Direction &1 glaT &1

o HEATST YT & aATcATaN T T R g2t T gY BT A 81 =il &l AlAICR T Tl §| Tg g2al &
TR JTITdT &, eose & Bl 7 3uarg off Fea &1

e Satellite Communication T HeH ST BIIET TG BIdT & T SEY Ueh Country & G&LT Country Teh
#ir Communication ToRaT ST TehdT & | SHHRT TGH 3TTOT 3GERUT 31T o TSl & ddd H oisd TV
Streams 31X Dish TV & fSiG® Micro Wave &T Use 1T & |

HeATse HEYAHUA & G -

a. ol Y ARfAe edrse: - A 3ug gear I FH&l & Fad I gid &1 STl <15 160 ¥ 1600
fehci#iieY e gl B SoTeht a1 d'sT 81l &1 T ool 1T & Gl & Tt ol & 5 dolg &
fesT 7 78 F$ R gl & T QP A Ad B ﬁ?g«?&aﬁaﬁwmﬁma@m
1T & 3R st AR 3TAeT A 3R ThiAT & fow fvar srar g




b.

C.

AT 31 HRISe AeATSC: - g 3G SATET ool ATl ¥ YAl & Terehd 81 ofaldl & | 6 12 T
# €AY ohT Teh Terehd X1 T il & | Tg 394G Tohall ST9TE & Teoh TATRYT THT F glend ol &
3oT 3YIE T FATS 10 §oIR hellHdIeT T 20 g forelielieT gl &1 SoTehT 3UAN9T AR & forw
o ST #1

Brs 31 3R fde Aeelrse: - AT 3Uarg el & e 36 FoIR fhelldiex gy 81d &1 J§ g v aifq
o |1 &Y G T TR ol © | ST SYIET ohT TN hagTotehelel & ToIw foham S g

AT F AT -

Vi.

Vil.

Slfaate: - Hearse TR F A & @aad 90 § T dcarse “fadr ofy 7y & gamR
JHRUT, T8 I bl T orsd RAfEer ar vk v geiest & 727 g, 817 & Tt as
TeTaTsSe F ATH T AS ST & |

ii.  CDI: - AT 3eFER FTHIOT 85T 3R 37 8131 & [T algd HegfAchereT il 7T e glaT ¢

STET 3TTYET & S HieT oliset &1faaEd 81 S & | Aeanrse B 3R Aarsd & v wafds gay
ard #ff veTeT A B |

ATAINLIS: - Global Positioning Systems (GPS) S8 Hcalse-3menRa AT fees fondt i o
$o X & AR 3806 LU A HUIRT T & v gem wa g1 shdivg-aa @aes a1
3TN AR 3R VAT SR A, T IR g1 I ATIRI o forw fovam e g1

iv. SR 3R facd: - Frgfasdes dearse # eaash &9 § eE-3elel TAE & & doft &

hEGTAehelel it &l &THT Blcll & | TE Ueh Hpca ol &l & |

Alae: - dearse Alga fAafat I dRTs TR W #97 F @ H &7H7dT v =d ¢, oad
3¢ SarelreadT faemie, 3 3R dor &1l SIEY Tre3it & Jeiral &l Il ofan=t, Jiel 3R 37l
AT SHET SSY GEEHAT ohl Tl ST o Tl S1eT foham ST |

ST 3R GHTGROT fAIRTEA: - STefarg IR Igaere & T 39l # @ $o 5eT & Ted
3T G | HATSE HH & ATIAT 3R Terfoled TRI3H IR a3 &

GL&T: - 379 JiTeoRaRreT AT Heg 3R §aT T U3 & HTY-HTY STl I 7T, el el 3R
arg YeuuT T HAT Fr IR T Thd &; TY # Ig RA &3 A dheared e & faw
Teamse “@rer 3R T9Ea” F “@ier FT gad & |

viii. ST T IRER: - HeelSe el 3N GidtsT Hdl &l Tl o9 Hehd o; 1A & STAARET & Gy

et 3R g derdf & graw i TR X 8; 3R A 3R arel & draaET, et & darer
1 gfg, 3R o7fA A e & &RoT I ATIA & |

ix. [ahra: - faspraefier &2t 7 wagfacherT dearge ReT 3R RAfhcar fawrdr o 9 Jer

X &, S AT 3e1 T el Tg |
HANET [aeTel: - LAATST ISl T Tod HR Soleh glel ST T T FHSTe o HIY-HTY
SEATS T 3 T AT & ToIT oy HgeaquT B |




COMMUNICATION OR TRANSMISSION MODE (FFgfaaeret a1 erafere #ls): -
Communication Mode 3T 3727 & Device & JEJ Signal Flow &t f&=Im & g1dr &1 Communication

H Teh Device Signal 3T #sfel aTell TUT GEXT Device $H e &Il dTell &1 Hehdll ¢ | ATY &Y kel &

alel Device 8T Signal T &STel T WIS &l dTel 8 Hehol ¢ S8 ITER Communication Mode

fArafaf@a et JhR &1 glarg—

1. Simplex (AFIeFH): -

Simplex Communication Mode # 3¢T T T&9aTel Ted Teh &1 f&RI # Transmit gt & | 37UTd g 39T
AN T hdel Al Hehd & WITT o161 A Hehol [AFTIFH HEgfAheleT Shgellal &1 FHAT 59
One-Way Communication $ff &gl SITdT & | 3T IHAIT: T Barsd fQader i Asiar arelr a1 T
AT Ueh H 3 FSa1$H 38 WIcd et del @1d &1 3aTeX0T— Hals, Hals & g shael I AT
Tehcl g UTod 16T Y Thdl | 31 36TeXuT—Radio, TV, Remote 3Tf¢ |

ON

Sender > Receiver

| S— —1

2. Half Duplex (8T% STeled): -

Half Duplex Communication Mode & SeT d f8edel T a=ll T #H Transmit & gl 34
Alternative Two-Way Communication 3 gl ST & | SHH 31« Uh 3arsd fQdaTel o AT W Elar g
dl gET TSarSd 38 Ted & 6T §idT & | ST ThR STel GENT SaTed [&astol sl 85T TGT &I &l Tgell
f3arsa 38 wred &< T 8IaT &1 Tohe] Qlil TSaTsd Ueh & T & fA9eTor 1 MMeTel-TelT w1g! ]
oo §| 3ETERUT— gTST3Th (Hard Disk), TSTSTeh & STeT T 37TeTeT Welel Half Duplex 31T & gidr
g ST gTSTSEh IR STeT HITBI (Save) TohaT SITAT & df 3 HHY STET I gTSTSETR & TGl g I Hehell
g 3R ST gTSTSEh & STeT ol Ul SiTcll & ol 38 HHYT §H STET I HIEI (Save) gl L Heohdl | 3=
3eTgYuT— Walkie-Talkie, Citizen’s Band 37Tfc |

oM

e
-
Sender Receiver

< OFF

| S— | Se—

3. Full Duplex (Frel STIeF): -

Full Duplex Communication Mode # 3¢T & f&3Ter glaAt T & Transmit 81 & | 4 Full Two-Way
Communication T g STl § | 37UTdl &3 Teh &1 AT H FIATU AT 3 Hehd & 3 9o 31 o Hehd
& qUT 3gTelsrd (Full Duplex) gelldl §| SHH Il [SaT$d Teh &1 THY  [A7eTor &7 TS -al &
dhd g1 3HA Communication TS dT I A BT & SHITAT SHHT YANT ITATT H FIH SATGT
TSR ST I&T § | 36T8X9T— Computer, Mobile, Landline 371f¢|

>

(o1y]

< (o1y]




UNIT 04
NETWORKING DEVICES

NETWORKING DEVICES (deaféer 8arsd¥): - Networking Devices & Equipment gl & foteteh garr ar ar
ar & 31f¥e SHegex AT Felarcifelen f3arsd &l 39H 3 Connect fHaT STaT &1 fa@ &t & 39w 3 SeT Share
Y Teh TUT HFgfaeheleT ST Feh| Networking Devices AT & JehR & & -

Repeater.
Hub.
Switch.
Bridge.
Router.
Gateways.

oakrwdpE

1. REPEATER (Rdiex): -

Repeater &T Aol 81T & Network Rdie| & wer v&T Powerful Network Device 81T & ToTEeRT STAATS
Signal 3T Regenerate &el 3 ThaT SITAT & | FTeTel ST9 ofell g 0 Y § A FeTehl Strength HHTST I§ JgT
Repeater &7 1o gdT g1 RdieX Signal ®r Amplify 1T 3 dfes Signal & Weak glf X 3¢ Bit By Bit
HIdT T ¢ FY 38 Regenerate X g |

Rdred FT sEAATST Ethernet Acach @I Establish et & 8T fhar Sirar g1 Reex OSI Layer & First
Layer 3 f&rd g1ar &1 Rfcd 7 37 Cable &1 SEAATS AT STAT & S A & A 100 HeX T gl &7 Fag
HTAT 81 3Teh foIT Optical Fiber, Copper, Coaxial &7 §EdHT 81T g |

Ig 0S| AlSel & oI 1 (Physical Layer) & &1 ST ¢ | Repeater &7 JATIT TAITall bl Teh HIAT deh
s¢ gl ¥ Ugel Regenerate F¥aT & foIv AT SATAT &1 f83sToT &T Regenerate SHTAIT fhaT SATAT § Fifeh ST
@asTer Teh ST9TE & q@l 9T A i & off 98 Weak 810 ST & SATT [A9eTer & o5¢ gl & Ygel gaRT
Generate {3 STaT § To 9@ &Y fQ3sTor e AT 8|

g BT TUT TATAldT gldAT YhR & 83Tl I Replicate dAT Regenerate X TehdT gl Repeater ar

U &l 8IdT & Analog Repeater T Digital Repeater. Analog Repeater f&3sTel @r shael Regernrate idT g
Safa Digital Repeater f8aeT &l Reconstruct h¥eh 38 & Errors T §¢T & 37T H97d g

Week Signal—

2T

Strong Signal 2L Strong Signal

Repeater
Advantage of Repeater (RdYeX & oI187): -
a. RiexT & ATeTH § [@aeTer T Regenerate F¥eh ool Gl Teh SrATACT T ST HhT B |
b. Repeater T Intelligent f3a1s® & g f&eTer ST Regenerate #X=Y & ATY ATY fA7aTel 7 3UTEUT Noise 3R
Error T 8fT Repair T & |
c. Rdrex = Simple Device & 37d: 38 39ATT & TIT SiFaTahed (el I ST el gl &
d. e Hr HrAg sa1er 781 1) § 37d: 39 sieds 3 3TN el T Aede ST Cost 7 SATET ek 7187 ISl

gl




e. RleY arg R e St JehR o 3Tl & 31cT: Yok 391 JIAUT oh 3eT&T ST T Hehell |

f. RdreT &1 39T Fah Acds & TS Pl 95T I T 3T WHRAT H PIS Beh o7 95T & |

g. RdIeX 376197 37691 YR & Hf3AT & Fodde gl I FT Thdl & oI CdEes U3R Hhdol , HIUFHITel
Fad, BrEsR ey scanfe|

Disadvantage of Repeater (Refiex & g1fa1): -

a. Repeater & cdeh ! Al Fel TGH 3Tl Sieh el ST el A8l gl & |

b. Rdiex &1 3uAT Shayet BfSeer estar & forw fovar Sirar & g waratier gl & forw 1y 78T Hear g

c. Repeater 3T 39T ek &I HeTIT-37619T LAN Sl Fhelere sTal [T ST TehdlT § $H% GART shd ol Teh gf LAN
& 3TETIT-37e19T fIFT T ST ST AhelT & |

d. Repeater Acas & ¢fthep ol heeT 8] HT ThdT &

e. Repeater hdel Teh &Y ThX & Metehlel TR 1Y Y ohdT ¢ |

2. HUB -

Hub Ta THT Device 8IdT & i I Teh Network Connection 3T Multiple Computers # Split AT & | I8 Teh
Distribution Center & STHT 81T £ 31§ Tah Computer Information & foIT fardlT Teh Network & 3T Teh Specific
Computer & Request T g, I Hub 38 Request 3T Teh Cable & ATEIH & Send AT & |

Network Hubs 3T 37eTaT 37T Speeds 87 81 &1 ST8T Ugel & Older Network Hubs 3de 10 Mbps Speeds
TeTe A &, ggl 31397 & Hubs 100 Mbps T T Speed T&leT Xd & | 373 & 93 Networks &, I T8 AT &
&I Tk Dual Speed Network Hub T 39I1eT AT SATAT &, 3R I g4t 10 3R 100 Mbps & 37TdT § S &l
Computers 3T Printers @T Connection Points J&TeT XdT & | Teh USB hub 3 g7 127 Devices Feoide Y Thd &
3R SAcas g9 # 32 Devices| T Network Hub Ta Variable Port Repeater T dg 81dT &, 39& Cluster of
Computers & ToIT shdel Teh Common Link 8T § I8 AR 9T Information UTed & 3eg & 3T3T, T PC
Terminals # Attached 81d &, Forward @< &dT | 393 Data T Repetition 8IdiT & ToT&¥ @l Unnecessary Data
Traffic T Network & Sent faT SITAT §1 Network Hub 3 Features ST 81d & -

e ¥ Half Duplex Mode # Operate 8T &1
o I 4T T 24 Port Sizes 7 Available IclT §1
o ITH mafré Collision Detection 31T Re-transmission of Packets 8IdT & s Hosts & Responsible I gl

Hub

@7

2RLrEY




Hub &I Wb X T BIAT 8" -
e Passive Hub: - Ig 83Tl &1 St § 34T FEAfa 7 31197 s &ar & saforw 33 Power Supply T ST o181
gl & |
e Active Hub:- 38 T&asTel T goIRT Generate fohaT SITAT 8, SATAT F &Y Repeater & oXE R ld &1 376
Multiport Repeater gd & | SE Power Supply &I S &It &
Advantage of HUB (88 & oT37): -
a. ¥ AT & Network & qX Distance # Extend 81 H#ehell g |
b. T GEI devices FT JelaAT H HEAT BIAT B |
c. FE Igd ART Network Media T Support AT g | SeToh AT2T ST | 37T 3HeTT Media Types &1 3T &
Connect T ST TehaT &
d. IE wAcadh T Fel G (Total Distance) T T Hhell ¢ |
e. U &4 Internet & Traffic T Monitor X TehdT § 3R 3& Analyze T ThdT &
f. I8 Network T Performance T ST (Disturb) sTgT |
Disadvantage of HUB (89 & &Ifo): -
a. &« Network Traffic 3T fheel 18T Y ThaT 2|
b. gdsicde & Best Path ST Selection sTgT T FehdT &
c
d

370197 376197 Y & Network Architecture @1 Connect sTaT &< TehaT g |
. Network @Y Segment & Divide T8} Y GhaT & |
e. alcde ¢ftheh T Reduce sTgT Y HhaT & |

3. SWITCH (Ram): -

Switch Teh AT Networking Device g1clT & i T Network # Devices 3T Tsh §EX & &I Connect gl
e AT &, TSTad sl ar Data &1 Transfer network 3 & Heh| & Network Switches 9T @& & Network Hubs
& @A Identical 81 &, olfeheT Ueh T&arr, g & Jof=ll H SATeT Intelligent 1 € |

Intelligence T dTcTd T & T Network Switch 31 §U Frames %I Ugel Inspect AT &, 3T Source 3R
Destination Address @I Determine @dT g 3R Ty 3T % &I Accordingly TETI ST9Tg I Route AT gl
T, ShH T 3TN Forward el & ToIT HET &9 & 4 Methods T 31T 3 & |
1. Store 31 Forward &¥=TT — 38 Method &, Switches Ic3s Frame T Buffer Sar & 31 3=g 37T Forward
&Yl & qd 38 Checksum Perform el g
2. Cut Through T — 38 Method #, 1S # Error Check Perform =81 feham ST &1 58@H #&T &9 &
Switch, Frame &T Hardware Address @Y Read &dT § 31X Y 3/ Forward 3T &1
3. Fragment Free — Ig Method 39X &It Methods &T Combination 8dT & 37T Store and Forward 31K Cut
Through. 38 Method 3 9ger Frame &I First 64 Bytes T Check F¥cT & fa& Addressing Information Ted &
ST &1 38X Switch T Frame & Destination 3 3 & & 9T el SI1dT 1
4. Adaptive Switching — & Method T 39197 dTfeh dlsil Modes & &l Automate Switching & forw fehar SiraT

gl




Type of Switch (Ffa@ & g&hR): -

1. Unmanaged T&a: - §+T Switches T SATGTAR 9197 Home Networks 37X Small Businesses # gIlT § &feh &
Plug-in 8 & 31X o¢ X &1 3T # fohaT ST HehelT 81 ST Switches 3T Configure Sl ISl 8| o1& shaol
BIE Cable Connections 3T ¥ &IdT &1 A Network & Devices T Teh gaY & ATy Connect glr & Allow &dr

gl

2. Managed a9 - 30 bR &1 Switches # &8 YR & Features &I & otd T Highest Levels &T Security,

Precision Control 3iR Network @7 Full Management &T 8Is1T| Seg 3T&EX 3o7 Organisations & WIIT H ol
m%aﬁ@rwagaé‘ra?r Network gIcT & 31X 8o 3T & Customised ThaT ST HehdT § To1Ed Fr fohar

Uch

Network @hT Functionality @I Enhance 3T ST @b |

Advantages of Switch (TEaT & oITH): -

a.
b.
C.
d.

e.
f.

T 39ATeT Network 3T Available Bandwidth 3T dglel o folT gldT g |

3H%h 39T A Individual Host PCs & Workload @Y & fhaT ST AT £ |

I Network & Performance & Sl H HeG i g |

Networks fSisT8 Switches &T 3UJTeT BT § 378 g &1 & Frame Collisions g | VAT SHTAT Ffeh
Switches ¥ce Connection 3 Collision Domains Create 3d & |

A Hubs T Tefell & SATeT Intelligent 81 &1

Switches @Y Directly Workstation 3 T2 & Connect fHaT ST HehT &1

Disadvantages of Switch (FEa< & g1fa): -

® o o o

A Network Bridges oY efeiT  SgcT 8 S1er Expensive (1) 81 &

Network Switch & FTEIH & Network Connectivity Issues @I Trace &alT agd g Difficult gTaT &1
Traffic s Broadcast ST SATET Troublesome &hTH & GehaT g |

Multicast Packets @T Handle &3at o ToIT Proper Design 3iR Configuration T ST gldil & |

9 Broadcasts T Limit et sl IRT 37TdT &, I af Routers & HTS 3dal S§aX &1y oTgl i ¢ |

Diffence Between HUB and Switch (89 3R ag # 3iaR): -

SN HUB SWITCH
01 | ThfSTehel olRIX W HTH HXAT & | SeT foleh I W 1A ST g |
02 | SifsehrEe SRR T YR & giaee, Afccaee 3R siswre <5y SafAer 3|




03 | IfRFaFT 4 NERT L 24 8 48 9IE BT Tohd B |

04 | shael T collision domain &1 3TeT9T-37619T 91 &7 379<T Collision Domain gaT &1

05 | Tsh gIh 3ol SIAfALT A ¥ U Full Duplex giaEfRLTA AS &

06 | Yonre MheeReT UeTe 1gT foham I & Yohe e ReT Uere fohar STt &

07 gaﬁ; T &0 & 3 ST AT RS | e oy Rl 35 6 3 ehotTer el o Eerelr &1

08 e T & g ue scelioie f3asy § sTfav Ig Agam g |

0 g9 U Wl f3arsd § 3R 3mAdk W 3« | Raw sga aRedhd 3ueaor § 3R s &9 @ 39T
SHHT 3TAET Ad! fohaT SATAT 8 T SITar g1

4. BRIDGE (f8r=1): -

e I UH Networking Device & ST T sicach TITHCH T 39T H SASdT § AT 3T WheeRar FT &
AT &

e Bridge & $aeT &l 9I€ &1d & Teh Incoming (37T aTelT) 31K Outgoing (ST= aTeT) |

e Bridge 32T T AT ¥ Ugel Destination T3H st Check FIAT &1 TTE Bridge FT 3fEeaert vsd f&e Srar
& O I8 3T T HSTAT § 3T AT I8 ST FT SIATHT TgT P |

«  Bridges ST 373197 3T Signals 3R £ftheh ST Maintain I §T Acadh & sgTel & T fohar Srar g

e IE OSI Model & oIIX 2 (32T foleh oIAX) UX 1A AT & | SHH 3T Frames & &9 H SATAT ¢ |

Advnatage of Bridge (TSt & &IT): -

a. A Bridges agﬁé‘r Simple 8T & Repeaters and Swtich &I JelelT & g SaTd g gl

b. Ig Switches aﬂwagﬁé’ragﬂ'ﬁﬁﬁ%q%ﬁsﬂﬁmﬂ Micro Segmentation T ST GeraT &1

C. STl Acg A Data Link Layer 3 39X & Load @Y Lower {3 ST T £ |

d. Bridges SEd & STeT Reliable &1 &

Disadvantage of Bridge (fS<T & &1f=): -

a. %o Specific IP Address T Read T H I 37TeTH 81 §; al STeT MAC Addresses & 12 Concerned gl
gl

b. ¥ Repeaters 31X Hubs T JoielT & UTS Expensive 810§ |

c. A Repeaters T Jefell A A3 Slow FIH FIc § Flfeh $HA Filtering gl ¢

=" = B

E_g \jl-gf
= pc3
pcl

pc2 pc4‘
= =%
=Y : J
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Network Bridge




5.

ROUTER (II3eX): -
g 0S| Model & oI IX 3 (sicdeh olAX) # 1T AT & | Router Teh Hardware Networking Device g1 S&eT

39T Network 3 foham SITelm &1 S $fT 1S Data SiT Ueh Packet & &7 # Teh Network & g&X Network &
Travel &% &, T« Router, Packet Data @I Receive Xl &, 31X Data Packet # it 8t gt §é’ Information g,
3T Analyze #XaT & &1 Destination Device @& Forward &IdT &1 39 Networking Device &l 37eTeT 37eldT
Networks 3T 379dT & Wire IT Wirelessly Sisat & form foham SiTar g1

Router BT Soldeifoleh 3YIUT &I ¢ it s Computer Networks @I Wired Ir Wireless Connection &

HATEIH § Teh |1 SIS & | 34T Router Teh Computer Network st @Y Computer Network & Cconnect &l
&1 39T 33 Inter Networking Device 3T FgT STdT & |

Network @ Internet & Connect s & ToIT Router T Modem & Connect 8I<TT AIgT | 3ATAT, 31Tahrer

Router & Teh f3fse $2RaIe 9iE 81T & 58 Cable 31 DSL Modem & $2R<AC GIE & dhalde il & [l
T3St ThAT AT §1 Types of Router: -

a. Wired Router
b. Wireless Router

Wired Router; - 3THAIR IR §1FH & 3R dTel 38T 810 § Sif WY “GTS-aASeT"IT aIIS helaleT
HATEIH { YT A Fatere §ldd & |Wired Router T Teh Shetar2lel UIE A3 Y Seele ST o ITed it &
T ATSH T Tholarc Il I SoITold &l &, ST Ports &l Tah 3T A< T Wired Router Fl §edsie Data
Packet TR &¥et & [T Sheged & Fholere &dat i ITAT T 81 & Wired Router theret #efiwii 3R
oltlel 9X Data Packet TadRd et & foIT Port 8ff 9 A g1

Wireless Router: - Wifi Router Ter UFT f3a18H § ST Internet Tl & folT Use foRam SITaT & Wifi Router
DSL Internet & AT YAT3T fohAT STAT §| DSL T 3727 Direct Subscribe Line 81T & ST X h9aiT 3 ISP &9eiT
GART YIaTSs [T SITdT 8] ISP T Internet Service Provider sUeiT g1l & SiT users & ToTT Internet shr giaer
3UcTsYT AT & Wired Router & a8, Teh Wireless Router 3t Sedaie 3eT Yohe wied et & folw d1e
el & ATCTH T ASH A AT L |

Diffence Between Router and Bridge (fsret 3iR IT3eX & 3R): -

S.N BRIDGE ROUTER

01 | Bridge 3T foieh ol I A hldT & | Router sicdeh ofdX U A AT g |

02 |39 9T 3T Frame & Hidc H giar gl 39 9T 3T Packet & Bidc A glaT &1

03 | Bridge §# hacl 2 AE g1 & | Router # &I & 31f8 Port gl g

04 | Bridge & LAN &Y 3198 H SSaT ¢ | &l 37cT9T 37cTdT siedeh o 39 & Tholde AT & |
05 | Bridge 3 IS Routing Table T 39A14T =761 81T | Router & Routing Table T 397197 fhaT STAT & |

06 | Bridge fR9TeT siTsehee S1AeT R HTH AT 8| ?mmmﬁmwmm
07 | Bridges @ Shleha} FIT ShIhT THT ¢ Routers &Y sl fetha{ &hialT shrthr Difficult &

08 | Bridge MAC address 9 &1 ST g | Router IP Address 9T shTH AT g |

09 | Bridge @&aTgIT & U AGIMEIAT B |




6. GATEWAY (32d): -

o Gateway & HAdd "$eTaic AT fHET 31 Acad ¥ Felde & & AU &Y Fogedd & g & ol &t
Gateway gl ST & 1"

o IE Gateway Ueh gISAIX & i WIIRAT, A3 AT AR & &Y H 31T TohdT g | &l sicas & folU, Tg Teh g1
37 371 seas 31 Setae T a8 Ta Wider Area Network 8T EhdT g

e Gateway Ueh sicde AIS § ST &T siedeh ol 3TeTaT-37e13T FeTehiol ahT STATIT hieh holde T & |

o U sicdeh Gateway &l scddh &l sholehc il & cllieh Ueh sicdeh & [SaTgH q@R Acah & W fSarsdd &
Y HFgfoiehc T e |

o Gateway T o ¥ HIFCAI, BISAAT, AT GlAT & Il H A1R] [T ST FehelT & | F1Th Teh sieaeh
Gateway HIRIRATS 3R AT Ao 58 ATT AT g & |

o Gateway I Welhiel helde &b & F 3 ST SITAT & S 0S| ATS ST I B HT ThcT g

Types of Gateways (e & YhR): - Gateway s B H &1 HhdT & 3 S TR & HRI HL hdT & |

i. Web Application firewall: — 35 X & Efheh T e adT § 31K TiCTheeT-orT 3T &l SW@dT ¢

ii. API, SOA or XML Gateway: — 3{eX IT §Tg¢ Fell & Efther ot HaAel aiar §, AsH-afdg-3nRues
iR AT XML-9 a9 Tfa8T 1 FAast Harg |

iii. Cloud Storage Gateway: — TaT®esT Fel138 TCRST ATAH API BIel o AT TCRST RFAET i grAeIC AT & |

iv. Media Gateway: — Ueh Yeh & aAcdeh & [T 31T BT { ST hl GER o ToIT 3aedeh hide # wedc
FLAT &

v. VoIP Trunk Gateway: — IP (VoIP) sicde W digd & H1Y IS NI ellhled HGH (POTS) IUIT, SIE
AgergeT Wiet R therdy AT oh ST Y FIAUT TeTeT AT 8|

vi. Email Security Gateway: — &Usil IfeRET T cigel dTel AT GHTAATIOT SIS A WY Blel aTel SHA o
JIROT il AT B |

7. ACCESS POINT (Ui Uige): -

Access Point & T & (AP) gl STdT &, T TUh Acdichdl grsadX f3arsy g, foger 39ater Wireless
LAN Connectivity & forw forar Srar &1 a1fa Access Point Teh GRS TolewTd ST &, Toad dhelge gl
39 LAN 37 XA & 33 Hehel & |

TFAH UTse Access Point Teh areld U3eX FI g 3arsd gidar g, Sit T anrred fSarsay & fhar
sIcae & Y Felac glel H AGG Hdl & | SAGIAR UFAH UiscH [dec 37 UFeX &I &, TET AR Srarsdd &
AeCTE TFAT TSI il & foIT fhal) UFeX & T1Y Fadae glar u=am| fray oY feufy i 919 ¥, g gise
I Typically 8T aIs fnam STaT & gER f3ars@ & |1, S & Acad Swithe AT STsds ATSH|

Access Point &Y Wireless Router 3T 53T 9 8t &g Tehd &, S Router & Gt e Y AT LT &, TTA8Y
SHBT Wireless Range 3T hIthT SITET 8diT & 3R ST Fa1eT Network Traffic Control St T &THdT 8l ¢

Access Point &T EdHTT SITET 95 Area oi¥ fa &3 Corporate Offices, Colleges, School JT T 3T
Buildings ScaTfe, 7 d8d) Wireless Connectivity & foIT fohar Sirar §, T9a& Wireless LAN 3R Internet &r
37T TS T4T R |




g8 ToIT TohdlT 8T Area & 31eTHR Ueh AT 3HY &S 3118 (AP) Wireless Access Point ofaTTT ST Hehdl €,
foeTent foRdlt wan 51918 S Server Room & sicadh Admin E@RT Manage TRaT STTAT &1 ST8T Teh Access Point T
SRIFC herd [T ST ThdT &, dal Teh & 318 Wireless Access Point 81eY I SaTehl shelel AT HAST ¥l b
forT Centralized Solution I1far Controller Software IT FHcleRk gT5aAR f3arsd 1 #Ace o off o1 Thdl ¢ | foad
SoT UFHY UISC ! Helol AT AT & ST g, 3R Ao Uses 3 TifoldT o191 ST Hehll g, o1 Tfed
geXeIe STel &1 ITTAT &1, Downloading TeTIT AT se el SedTic |

E
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8. CONNECTOR (FaeX): -

T fa11eT 7 hdered, Toleg AN TR geTqe-3TeYC dhaided (IT HiTed & 1/0) Hgd 8, a9 gweithy § Sif
helol T AGE A 3TN Hl NS | Felded H ITHAR W e a1eX [Ahel g &1 5 oarer & Socket #
STAAT BT &, forg# ggel A [T & 9aer el ok B¢ def 8ld & | Faided &S PR o 8ld ¢ Toiedd T ar

JhR & Fheicred =R & -

a. RJ11
b. RJ45

a. RJ11: - (Register Jack 11) RJ 3 & 98 IS Sieh BIdT &, ATeTeh BieT & ToIT W97 fohaT ST &1 g Teh
HAWSET ATl § Sl QAR Alcds & ol Ueh f3a188 delde atel & v gt faar arar €1 a8
(Digital Subscriber Line) (DSL) JT TATHATT &1 HhelT g |

g Felehe Colltlel hadl dllSel H TN TohdT SATAT & | 3T AR 39H 3 Tfa¥cs U3R shaldl gid & TordH
I & S g2 T ST ¥ |

RJ11 & &I 93N hadl 2 3R 3, B 3T & AT 3UAT FAT ST & 3R W1 39A3RdT 88 et &
fow Agg X 2

b. RJ45: - (Register Jack 45) & 3 fab ST Equipments &Y 398 & Sisat & foIT 99T 7T SITam §1 RJ45 Teh
YR T ShaldreX & ST THIAAT SATACT Acdiehdl o foIT TN AT ST &1 RI45 T TANT S22 9T
TR oliehel TRAT Aeadh (LAN) H el &l Siisst & fow fomam SIrdr &1 RI45 Uk fhioterel sicash
Foiere §1 A TNt Jack & HHTA 81 § W] I 3HA AT AT B 3|




RJ 45 7 8 TOsT I § 37UTd ST 8 37eldT 37197 ATAR &l & | SIT Toh 3TeTaT 37eldT LT T BT & forde 4

H ST WTBIA & ST 4 H §ooh URIGR T &I g1 RIA5 &1 §37 aT el § arIer ¥ Hahd g

e T-568A
e T-568B

T-568B ATIRAT ST § I8 TaH SATST YA ST AT g | Fhifh SAGIAR Acdiendl 3a18d ST arIReT Hl
A FA &

oIfeheT FS devices T-568A T 8T FATIT FIAT &1 FS X Networking TCellhere gicll & e T b
dl T-568A T TG1IT il TSl & 3R gl oW dl T-568B ATFRaT &l TN ShiaAl TSl &1 TAT LAN H
3T Yl HY A SA15e o T fohalm STl § STel W) g Tea, g9, Toist 181 g o |

9. NETWORK INTERFACE CARD NIC (ﬁﬁ*maﬂé) -

sTcach STy 18 Pl NIC IT sicash IS & oATH H Sidd &1 NIC ALY U Gfhe A AT R § S
Acdeh T & oG & A Hegiotchelel T el H TETh g1t ¢ | TH IS 3l SoEclof el oh alg AN,
SABIHRI AT HYET FISAA A sAcdeh T AAT F T Hehcl & | FelehT TANIT ollchel AT 1SS TRAT Acaeh H
glaTg|
NIC & I FATE: -

SIS Teh PN His 8T dadse A1 dadst fafee #Xar § o Sie IR TRl Link W Click &ar g ar
FHFY 39 Click ST Request & §9 3 sicdeh &S 3 T8 SdT ¢ | A Request Signal & &9 Send T SITaT &
TSIEeT Web Server Internet FT A & Receive 3Td &1 Tgr Signal Web Server & Web Page & &9 & sicash
FIS T 8T AL ar9d Send AT SATAT & 31X a9 Send 7 31 Signals & Electrical Signal F&d g1

SISl e User & GaRT Request Send &d & a8 Humans & fIT Unreadable 81T &1 STe I@T Signal
Web Server & sicdeh T8 & g1 arad Send foham SITaT & @ & Electrical Signals T Acaes seithd 18 NIC
FI Fce H THIC I &dT & Torde! Humans Read i Hhd g |
ST 9 -

HFYET H AGIEAS W FeTahl PCI Expantion Slot I &1371AT ST &, ETellfah Ugel o6 ISA Follc W
ST ST AT| 3T 8 T TP A ISA Compatible NIC ST oY f&el STTcl & olfehet 3iTsTehel Sefel aTell
T3y NIC, PCI Felle T 8Y T Il § FITh ISA FCUSS Felle HEIES T ofdla o€ 81 Ieh § | Acdeh Sethd
TS T Hee H Teh HEYL, R HFY & HIY Hagfeiehe it & Tl Teh R ot 1 AT el & 3 ar
€ HEITANIT ol ATETH | A §H ARIH Sicadh TG g1 & 91 3¢ § dl Teh NIC & gaR NIC & &
Acadd H oflel & fIT 3¢ 39T & SNST YS3T| % [oIT §H haol i ITIIHRAT I3 |

Testing NIC card using Ping Command: -

Tt - a7 ver Ffefody § I8 Verify &3 & AT o sicass, ser Yahe &1 T Error & Teh TgH T
f3fcege anvet 7 wate & a1 71ET| W1 Ffefardt wreteaar: Aeas Error &t e et & forw 3uier i a1 g

f9T TCP / IP Model # IP Address 3 @RT NIC Card & Seiarelel & Test Sl ¢ | Ping S¥¢ I8 feiika
FLAT § Toh 3TIeT FST (Computer, Server IT 3T f3arsd) fhdT sicas W Rt 3w Basw & @y
Communication & ThdT g AT AT |




faersT TR e RATeH &, T a1 1 39T N7 e T A & fov frar srar g | I8 Reea &
go1-Toele & 3R ATS GIFee & ATETH A 8 Tlardende [T ST | SATS HiFee 3deT &Y 31 Ping & 31T
IP U3 €189 &Y | T Enter fohat 98 &Y |

3ETEIUT — 192.168.0.1 3TSUT USH dTel U3 o TV 9T € T el o folT A1 TS 59 YR gref:
ping 192.168.0.1 {4 <Enter>

= ™

C:\Windows\system32\cmd.exe =n ECh <™

Microsoft Windows [Uersion 6.1.760811] A
Copyright {(c)> 20689 Microsoft Corporation. All r»ights reserved.

C:\Users\Kiran>ping 192.168.0.1

Pinging 192.168.8.1 with 32 bhytes of data:
192.168.0.1: bytes=32 time<{ims TTL=64
192.168.08.1: hytes=32 time{ims TTL=64
192.168.0.1: bytes=32 time<{ims TTL=64

Reply from 192.168.8.1: bytes=32 time{ims TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = @ (Bz loss).
Approximate r»ound trip times in milli—seconds:

Minimum = Bms, Maximum = @ms, Average = Bns

C:\Users\Kiran>

| < m )

Ping ReTee o IRUTAT &hr <arear: -

a. Reply From: f8%ice &7 &, ATSHIATFE [&§eie # 139 W T wAE IR FAS Hr v AN derar
& I9TIITH T 3T3CYE & Ueh YTed HAST sl Response B1dT &, SiT SETE Sheoged @ T & |

b. Bytes: W [aT Request 3o & & 32 IS TS HTaIAT & |

c. Time: request AT 31 RETTT 919 - & a1 & AT (FANQhs ) 7 Ping RANE|

d. TTL (Time-to-Live): 1 3R 128 T Value &1 FI3¢ &I & ST TTL erHfe Teh gael & Tgel oo AdsT
fehcTeY 3TeTaT-31elaT Aeaehi & R & 1128 HaR Sf3ehe T & I TSATSH iiehel sicash W g, o ad &
03T sicdh g |

10.  BLUETOOTH (Se[e¥): -

Bluetooth Teh UHT Wireless Technology & fierT w1T Electronic Devices o siiar Data Transfer el o
TorT fohar STt 81 31 Technology 3 Data Transmission glet T Distance g A gIcT & | 3Th 39T & Users
I g T Cords, Cables, Adapters &1 ST &Y gT Tsdl § 3R A 3o Wirelessly 8 Communicate &3t I
Permission J&Tel #XdT g |

ST Physical Range 10m & o/ 50m deh &1 ¢ | & Bluetooth Device SITET & SITGT AT Devices 7 &1
Connect & TehdlT & 3 SaTent qET JAT9T Smartphones, Personal Computers, 31 Gaming Consoles & faar
ST 8| IEEE o Bluetooth &Y IEEE 802.15.1 & ¥4 H Standardized frar g1




Features of Bluetooth Technology (SeT¢¥ eeFilelloll el TIAYATT): -

e Less Ccomplication: - 38 a1 Complication #&l glal &, & a5 T Simple Technology &1

e Less Power Consumption: - S&H SITGT Power &I Consumption gl il & | ST ahT 39 SATGT Popular SIATAT
gl

e Cheaper Rates: - g& Similar Technologies 3 Jofell & ¥ STeT HEA 81 & |

e Robustness: —?iag?ré’rRobustE’lT—T%I et 3R 3 oY ST g T ST HehaT

e Distance: SsTehT SETHTST 10 & 50 meters Tk & sl T ST HhaT &

» Data Rate: $+TT Data Rate 1 Mbps &< 81Tl & | SiY <Y SE T &1 Fast &1 &

Advantages (eIT&): -

a. 3T 39T 7 Users T a1s T Cords, Cables, Adapters I ST & oTeT 9sdr & 3 I 3¢ Wirelessly &

Communicate 3s¥ T Permission Y&TeT HTT & |

3H# Low Power Consumption gIdT &1

Data Transfer SIaRT o sird & $T gT ThdT & |

g&ehT Range Infrared Communication & Jef=lT & Sgc &l & |

ST YA Voice 33 Data Transfer & faw glar &

< 8 Technology # FHSS T $¥ATe 81l ¢ $AFIT F8T IX Data Communication SE & Secure e

gl

g. 39 Technology T 39J1eT ag & Products S8 T Head Set, Car System, Printer, Web Cam, GPS System,
Keyboard 31X Mouse # g g1

Disadvantages (&fa1): -

a. SThI &4 37 Disadvantage STl Security g | I GIART 3 TATAT & Penetrate 3T &I TehdT ¢ | SATAT
ST 39T Critical Business IT Personal Data Transfer & oIt 7 g1 &< |

b. =f HomeRF Technology $f ST Frequency 9 Operate &Xcl 8, $HIIIV % IR Th g&X & Y
Interference 8 g3 I &

c. 3T Bandwidth Wi-Fi & Compare 3 IhT Lower 8T &

- ® o o0 T

11. WiFi: -
WiFi @ 9T =T & Wireless Fidelity| g Teh Silehod Wireless Networking Technology &1 Teh TEY

Technology &, fo&e SIRT 3117 &9 Internet 3R Network Connection T 3931eT Ig gl WiFi Teh HAh
(Standard) &1 T Standard T &3 Follow & Computers 3T Wireless Network & Ssd &1 377t & @& &
Sicet fF Smartphone, Laptop, Printer 3ik Computer & | 3oT Teft & T WiFi Chip Igar g1 foraeh SIiRT g1 3iR
319 Wireless Router & Connect X & 31X Internet 3T 39JT9T I & |

WiFi Standard (aT$-%TS HTIAh): -

|EEE 802.11a: - ¥ 1999 # |EEE @RI S=I1T 31T AT, S 5 GHz 3Tl WX 54 Mbps 31fd & 115 HIe dh I
FATE |

|EEE 802.11b: - Ig 1999 # Te] 3UATT & fIT &7 AT, ST 5 GHz 3Taredl 9X 11 Mbps aTfel & 115 HE e 1A
FATE |




IEEE 802.11g: - 9¥ 2003 3 802.11a @ 802.11b T fAWTHT SATAT T AT, ST 2.4 GHz 3TTadT IR 54 Mbps a1fa

A 125 T T HIHA AT L |

IEEE 802.11n: - I d¥ 2009 H 2.4 GHz T 5 GHz &=t 3TadT I3eX (Dual Band Router) TR &1 Hlad & forw

SITT ITAT AT| SHhT 31T Folet T ATt 54 Mbps 3R 230 i T HIA T & |

IEEE 802.11ac: - Ig a¥ 2009 3 S=I1T 31T AT, ST 5 GHz 3Tddf 9X 1.3 Gbps FT 31T & 115 HIE deh 1T hcl

gl

Advanctages (elTH): -

a. U8 aGRRH dcash & Ior fHar off Flaersiesr aihers @ $elele T Access Y Hehd | ouerd AT
A5 & T g 3ugerds |

b. I 3Tl AITSe I EX & Yrsde AR Teelleh AR sicae ol Faft #T Connect ST SeTeie &l 3YANT
T Gohd ¢ | 3STEI0T o ToIT, TR AT T ATT AT AT, 379 HECHY I 3T H Selaie Trdg T & |

c. Teh IR sicde ¥ Connect FaIX o378 g STIT8 U oICIT &hl HISdCT AT Yeelleh ardleld sicdeh &l
Connect T 9T NETFeTIET Y eT Tohd 2

d. IR Aeded & [T Mgt fordlY fhfoTanel ahaol T 3TaThdT 75T 8idT forgd Acde &1 @I sIar g |
1Y Y R hiee Fr ot ST e &

e. AR FHeAdlel & Hebldol IUh TINAH Hicds H ol & HEIT Tee1 R IHTReFd T Flel I
TG o761 Bl | Teh & U3eT &l Ueh AT &S Yot Connect Bl 8 |

Disadvantages (&Tfe1): -

a. Security: ATIS ACddh & Helael ARILAH S i geh el HTHI Bl & |

b. Range: aTs-%1s f&3aTel FI IoT 3TISh A3eX & HIsel W TR BIdT & | IHAR T 8 W 39T ThT STt
grel T3eX Fr LT 150 e & 300 Hie do & Aehd! 5| SATGT Yo7 & TolT Repeaters AT Access Points T
gI1eT fohaT ST B




UNIT 05
NETWORK PROTOCOL & APPLICATIONS

PROTOCOL (NEXHId): - HTYEX Acash H A3 & TEY clreh A 3Mel-Jele & v o s s« 13

¢ g1 fIual & Fepg 1 Nelhicl gl ST &1 Rl Aeas § 53 Barsy 3mad & H& Communicate T,
3ok 1 3TeT fohd Format # 3R fhT diE & T=gw 8191 3R 31eT Receive glsT & ST¢ 4T 8191 Jg Protocol
carT & fAuiRa grar gl

01. INTERNET PROTOCOL (IP) (ZeIAAE NEXhId): -
TRt 8t Acae I STaATeT TohT SITeY aTel 3TSUT U3H o 2 TUSS & -

a.

IP_VERSION 4 (IPv4): Internet Protocol Version 4 (IPv4) Jg Sl Wl (IP) T Tiar goid &, ford
SAcas & T3a18H $I YT el &b [oIT STAAT [T STAT & | IPv4 T3 32 bit (04 Byte) o€l 81T & 3R
g 4,294,967,296 TSHY T HUIE FIAT & (BTATTh SoTd T s TAAY 32237 & forw 3Rfara € 39 10.0.0.0
(Tgde TgH) 3 127.0.0.0 (U USH) | IPv 4 HEADER FORMAT (1Pv4 T 88T BlHe): -

Internet Protocol (IP) Version 4 (IPv4) 32 fse & giar g1 IP Layer 3 (Network Layer) 9 &
Xl g1 A Layer 4 (Transport Layer) & &aRT #iat 31T Segments (TCP Protocol) IT Datagram (UDP
Protocol) T Packets 3 Break @Xdil & | 3T Packets & AT IP Header Attach TohaT SITAT & | T Header, Packet
¥ Related 37Ta2Teh Information Receiver Side &7 Provide T &1 IP Header & ¥ Information Different
Fields 3 ga@RT Represent fRaT ST g1

Ve(r:)ion L;Egiﬂe(z) Types of Services (8) Total Lengh (16) 4 Byte
Indentification (16) Flags (3) Fragment Offset (13) 4 Byte
Time To Live (8) Protocol (8) Header Checksum (16) 4 Byte
Source IP Address (32) 4 Byte
Destination IP Address (32) 4 Byte

Option & Data

Version Number (04 bit): — Version Number Field 3 gaRT Internet Protocol T Version Number Define
ToRIT SITAT &1 TST IR IPV4 header &1 ST T 1T 6T & STTAT Version 3 4th g1 grerm|

Header Length (04 bit): — S8 Field 3 GaRT IP Header &I Length Define AT STl & | IPV4 Header T Length
32 bit Words (With Options & Data) & &aRT 2T ST g1 IfE Header # &g Options Defined =T & al
39 Filed &T Value 05 Set 1T 1

Types of Service (08 bit): — I Field @ AT Define AT § ToIAH Router T Packets I Queue &hTaAT
AT ST Packets Forward g1t o folT Wait &1 Tg &1 Ife ThaT Packet T Priority SITeT &1 df 39 Field &1
Value ‘1 8l &1 Regular Packets & forw 38 Field &7 value 0’ 81T &1

Total Length (16 bit): — ¥ Field IP Datagram T Total Length & E2ITdT &1 39X Define fFaT a1 Header
Length Field, Header T Length @ Define &3dT & 3R & Field Data 31X Header &fgc Datagram T Total
Length T Define ST & | S8 dog 20 & 65535 eh BT g |




Identification (16 bit): — ¥ Field Tk Packet T Identification &IdT &1 & Teh 16 bit ST Number gIdT § St
Source Address 3 T fATHT fardT Packet @Y Uniquely Identify T &1

Flags (03 bit): — ¥ Field &21TaT & f& &1 Router &Y Segment & Fragment & T &1 39 Field & 3 bits
BT &1 Igel bit Reserved 81T &1 I 3T Field & Second bit Set ‘1° & A 3T AJAT gldT & Don’t
Fragment 3R I¢ 3T Field & Third bit Set ‘1’ 8T dT 39T A 8IdT & T Segment Fragmented & |
Fragment Offset (13 bit): — Ife Packet Fragmented & o & Field Original Packet T & T 8 bits T gerTar
g1 A Field 13 bits FT &I & |

Time to Live (8 bit): — ¥ Field T Limit Set AT &1 Ig Pres fordll Yhe & Acas A 3ufeyd el I
3R dH THT AT AT [ARTT AT &1 AT MY 3T Field Fr Value 15 &1 IfE Packet 15 Routers &
Pass &leT & &T¢ $i7 Destination deh 18T %ZTIFIT & ¥ 39 Packet & Discard &Y f&aT SI1aT §1 Authenticity &
ASIRT & ¥ Teh AcaqoT Field &

Protocol (8 hit): — S Field 3 33 Protocol T =113 81T & ToideT Packet Network Layer @ Pass foham i
Receiver Side 9X De - Multiplexing & folT & 9dT 81T i@ @ T hisT & Protocol T Data Pass T & |
Header Checksum (16 bit): — 3 Field Errors sl Check ¥l & ToIT T fohaT STl &1 ST Packet Source &
Send TRIT SATAT & T 34 Field 3 Tah Value 81T & ST Algorithm 3 gaRT Header ¥ Calculate T STl g1
ST & Packet Receiver Side TX Tgdl & o 38T Algorithm 3 EaRT Value &1 aT9& Header & Calculate fahar
ST & I Value Source Side & Match T § T ATAT SITAT & T Packet Error Free &1

Source IP Address (32 bit): — 3 Field Source & IP Address 3T Represent T g

Destination IP Address (32 bit): — & Field Destination & IP Address T Represent faram STaT &1

Options & Data (): — ¥ Field %e Options &I Represent &l g %0 Packets Use Y Hehel ¢ | gTelifeh 39
Field 2T I g1 fehaT STl & et STa 81T & ot fohaT SITaT & SEA Header T Length 32 bits & STeT 81
ST 81 9 Field & §EA Data 8T & SiT Transport Layer Protocols EaRT IP &I Pass fohar ST & |

IP VERSON 6 (IPVv6): $eIic & ollh o [ o &hRUT IPv4 o THTEIT UaH H{asT H THTT glel i
AT & Internet Protocol Version 6 (IPv6) T 3T ol A fad AT AT T§ IPv4 &7 AT 3R 3ea1d
goleT &1 38 IPng (IP New Generation) & &9 & off ST SITaT & IPv6 128 Bits (16 Bytes) T &ldT &1
AT, g 2'* AT TZH T FUIE AT §, F€ 9gd TR UFH & 3R T 9gd ofd FAT T AT
TR ST W@ & forw gaieq & 31 §1 1Pv 6 HEADER FORMAT (1Pv6 3T g8 Bisfe):

TRAFFIC
VER@) | cl'ass (8) FLOW LOAD (20)
PAYLOAD LENGTH (16) NEXT HEADER (8) | HOP COUNT (8)

SOURCE IP ADDRESS (128)
DESTINATION IP ADDRESS (128)
Version (4 f8@): - I SecI=ic WIehidT & gl o fe@rar & | id fh, 0110.
Traffic Class (8 f€): - 3T 8 T &r aT {1 & §ieT IT g1 AR Significant 6 TeT T gART AfaT FHr
ersy fewma & fT foham Sirar & f99 & U3ex & A uar Iordr ¢ & frg awg i afdq & s | o
Significant 2 € & ECN I1fer Explicit Congention Notification & foIT wteT foham AT &




Flow Label (20 f8<): - 38 diael T T3 TIR & Yhe F Foll I Hueia W@ & AT fmar Srar &1 O
FAH T oldel Y &l § dlfeh UFeT A Tgalel e o 10T AT Yhe o el AT FIeTr § Foeletl Tl
1 3 &1 Ueh €1 3TeT Yohe l TR-TR AT A ThRT T & | 38 THT 1A foh aredias @y Afsar &
fore 3asa frar srar gl

Payload Length (16 f82): - 39 &1 &I TART AFeX A F §dTd & v fmar Jrar § & dalis 7 Fis @™
e fohcell =T TW §U & | Tells H TFACT 83T 3R IHY @12 1 STeT 81l | 16 forea & arer 65,535
IS¢ doh GW@IT ST Heh! & ol fohel 319X TSN 23 & II Hop by Hop TFHCLIA §3T ¢ df Ualis 65,535
a5 A STeT 3T g1 Tohd & 3R 38 817 &1 0 U o AT ST §|

Next Header (8 T8i©): - 39 $Ies &l TN AT Al TFHCLA §8< T 18T ddlel H TohdT SATdT ¢ AT fhY 3TR-
I PDU §dTel 7 (379X TFHC LI g8X U oTa! &l di)

Hop Limit (8 T9€): - 3T &9 &I Y131 Yohe Tl §HAT & ToIT Uk &of b [T ThAT SATAT & |

Source Address (128 f91e): - & &7 S8 IR # T &l & foh Yehe 1 &gl & ATl Y& fohar AT |
Destination Address (128 f3): - ¥ &5 3 IdTaT & 6 59 Yhe il Fgl AT ST arer &

. 1P ADDRESSING: -

Internet Protocol (IP) I& Teh HYUS AT YIStehlol &, Toldeh GaRT 3TeT $edeic W Ueh f3arsd @ ge f3arsd
W AT AT

IP address, T Simply “IP” $i7 Fg Thd ¢ | T§ Teh Unique Address gIdT & foTad I Tah Device &l Internet
JT U Local Network 31T & Identify fhaT ST Ghar &

Acash @ I3 &Y f3ared Y Ueh Ffoeh ST Ugd g1 WIig V| 39k f3arsd & giaeh vgd & faar, 3
Acdeh I $eTeie W 3T fSargdd, o 3R HFYeT & WY Hegfeehelel AT L Hevol | ST T38E
aﬁaﬂaﬂwwgmm%aﬂtﬁcq%msaﬁc T GHY 22T Sl &fear T &

TYPES OF IP ADDRESS (318.9).U3H & Y&R): -

SN TIH 4 IFR F a8 -

a.

Private IP_Address: - So¢ Teh Network & “Inside” & AT fhaT SATAT &, 3T R T IP Addresses T
Y47 39k Devices T Router & ATY Teh Private Network gAY Devices & T Communicate e &
forw fasar Sirar g1 Private IP Addresses @ Manually Set foRam SITaT § I1 39eh Router & ¢dRT
Automatically & Assign T2 ST Gerar 1

Public IP Address: - 38 YR & IP Addresses T T13T Network & “Outside” & fmar Sirar &, e $r ISP
SR Assign foRaT a1 811 & g€t Main Address 8IdT & o1& &t 31T9as Home T Business Network H 91eT
gferar #eh Networked Devices & &2 Communicate el & felT fohdT ST &1 Private IP Address’s 3R
Public IP Addresses @it IT dt Dynamic & Tehdt § T Static 3 &Y T &1

Dynamic IP Address: - T IP Address o1& &hr Assigned {3 SITdT & Teh DHCP Server & GaRT 38 T
Dynamic IP address gd & |

Static IP_Address: - @&l 379R Teh device H DHCP enabled =T8T Il § IT 38 Support &l $dl & dae IP
Address @T Manually Assigned T3 SITAT &, SET Case 3 IP Address 3T Tah Static IP Address &gl ST & |




Classes of IP Address

IPV4 Addresses & 05 Classes # Divide forar arar g1

Class A: - Class A &T Network Range 1 & 126 8Idil & | 39 Class &T Default Subnet Mask 255.0.0.0 IdT &1
3H Class & IP Addresses 3 Only First Octet & Network @T 2 dT § 31 ST & 3 Octets Hosts 3T AT
Fd g1 3T FoIrd H (2°1- 2 = 126) Network gl § 31X & Network 3 (2%*- 2) 1, 67, 77, 214 Hosts &
Network #H gl g1

ii. Class B: - Class B &T Network Range 128 T 191 g1 gl 3 Class & IP Addresses &T Default Subnet Mask

255.255.0.0 81T &1 3 class & IP Addresses ¥ Ugel 2 Octet Network a7 Represent &¥d g 3T 3TTEHT 2
Octet Hosts 3T Define #{d & | 39 Folld & (2'°% 2 = 16384) Networks &I & (2'°- 2) 3R 65534 Hosts &%
Network # gl g1

Class C: - Class C T Network Range 192 T 223 81T gl S3 Class % IP Addresses &T Default Subnet Mask
255.255.255.0 81T & | 3 Class & IP Addresses & gger 3 Octet Network 3T Represent S3d g 3 3TTERY
T Octet Hosts T Represent F¥dT & | & Class & (222 2 = 2097152) Network 8T & 31X (2°- 2) 254 Hosts
g¥ Network H gl g1

iv. Class D: - Class D &r Network Range 224 & 239 gIdT &1 Class D T 3931 Network Multicast & forw

Reserved 8T &1 3 Class & Addresses 3T &1s Subnet Mask T8l 8T & |
Class E: - Class E &I Network Range 240 & 255 gl g1 Class E &T 391eT Millitry, Army etc. & farw
Reserved 81 &1 38 Class & Addresses &7 Y 15 Subnet Mask =T8T aiaT g

03. SUBNETTING (Haafean): -

Subnetting P ST SATAIT TST Fifeh ST Seelaic Popular g3t ar @l IP T3d Consume glet dTel |

37T 39 THT IP U3H T Shortage (FHT) gF AT Y| HTT Secteic o Afasy @ax #7 a1 3R I8 @A &
ST SHT WRRATAT F 1 o foIT Subnetting 3T SATIT 37T

Subnetting Ter THT faf& & fSTH3 U 93 sicash &l &l AT &1 § 3118 BIT dlfolehd sedd & [afad

FY T SATAT §1 57 BIC Acashl l Subnetwork JT Subnet FHET SATAT §1 ST Subnet ST 3TYAT 3TT-37619T TSH
gIdT §1 S BIC Acdahi &l Tl & TIT Subnet Mask T JITIT fHAT SATAT §1 Subnet Mask T IP TsH &
Network Address 2T Host Address o sia Differentiate (37dX) &1 & TolT fohaT SITAT &1 Subnet Mask T
3227 IE Identify =T b IP Address 3T dhisT AT HT9T Network Address g 311X @hleT &T HT9T Host Address |
Advantage of Subnetting (TE=e3T & SIT3T): -

Vi.

SHH siede T Security SEAT 8ldT § Fifeh g Tcdeh Subnet 3T HasT T Tohd &

sTeash BT 8l A Collision 31 3iX Broadcast 318 8 @I 8 911 &1 forad &fther 31X S&her3a &r
THEAT H HAT AT &

g&# Administrative Control Sgci g1 SITcll § @iich 93 Acdeh &l Jolell H BIC Acdeh I Helol Ul
Administrate ST 3THTT 8IdT & |

SHH §H Uah g1 sicde A &r AT a1 I 37T LAN Technology T 91T T Thdl g

Subnetting S=elaic & IP Addresses T HEAT &T Solve T H g ST TS gId gl

Subnets S=esic # Routing Tables & Size @I Minimize FIAT & |




Disadvantage of Subnetting (Fe=ifear & g1fa): -

i IE §gd &1 Expensive 8dT § Fifeh SH Routers, Switches, Hubs, Bridge 31Tf¢; Networking Devices T
ggreT fohaT STaT g St o g AGN B &

ii. SHH Subnets T Helof el o TolT Experienced Administrative & ST glciT & |

04. ARP (ADDRESSES RESOLUTION PROTOCOL) (V3W Y2 HIerhie): -

ARP T& Network Layer Protocol &1 TCP/IP Protocol Suit & & Wag?ré‘r Important Protocol &1 ARP &7 IPv4,

X.25, Frame Relay, ATM S #geaquT Technologies & &1 Implement feRam aram g1

ARP Protocol IP Address & Base 9T MAC Address &l Resolve dT &1 Application Layer 9X Tr&T 8

Device & Communicate @1 & foIT IP Address Use fohar SITaT 1 oifeher Data Link Layer (LAN) 9X fonait

Device & Communicate ¥t IT AT 38 Data Send ¥at & fIT MAC Address T 3Ta2TehdT gl &1 ARP

Protocol, Logical Address &I Mac Address 3 gRafdd AT gl

Working of ARP (ARP I HETgfa): -

e SI9 T Sender fh&ET Receiver & Communicate ST TTEAT & ol Sender X Ygel 3194T ARP Cache &
Receiver & MAC Address &I Check T &1 Ife Receiver sl MAC Address Ggel & ARP Cache H #Hlis[g
& ar Sender 38 MAC Address &Y Use hia gU Receiver ¥ Communicate AT &

o IfE Receiver Device ST MAC Address ARP Cache 3 Ugel & Hls[g 518l & @ Sender Device GaRT Teh ARP
Request Message IR &T LAN # Broadcast X &l & | T3 Devices 3 Request Message & Receiver IP
Address &I T & IP Address & Match ¥ &1 ToieT Devices T I IP Address Match &l 81T § d 39
Request Message & Drop & ¢d g |

o T3 Device & IP Address & SH Request Message T Receiver IP Address Match &IdT & I8 39 Message
I Receive AT & 31 ARP Reply Message /IR X Sender T Unicast Message $STT SITAT & |

e S BT Sender Device ARP Reply Message Receive &dT § df d8 379«7 ARP Cache @I #3T Information
(Receiver &I MAC Address) & 1Y Update X oidT g1 3797 Sender {1 fadT qrermelr & Data Send 3R

Receiver Y ThT g |
Header Format of ARP (ARP &l 88T BhiHe): -
HARDWARE TYPE (16 bit) PROTOCOL TYPE (16 bit)
HARDWARE | PROTOCOL LENTH .
LENGTH (08 bit) (08 bit) OPCODE (16 bit)

SENDER MAC (HARDWARE) ADDRESS (0 — 6 Bytes)

SENDER LOGICAL (IP) ADDRESS (0 — 4 Bytes)

TARGET MAC (HARDWARE) ADDRESS (0 — 6 Bytes)

TARGET LOGICAL (IP) ADDRESS (0 — 4 Bytes)

e Hardware Type (16 bits): — & Field T Size 2 Bytes &Idl g1 I Field Define &IdT & &I ARP Message 3T
Transmit &3t & fIT 7T bR &7 Hardware Type Use f&ham aram §1 €8 Common Hardware Type
Ethernet &1 Ethernet T Value 1 1T &1




Protocol Type (16 bits): — I Field AT § ST ARP Message T Transmitting & foIT fh& Protocol &T Use
o 31T & | SATETAR 39 Field T Value 2048 81T § ST T IP v 4 &Y it &1

Hardware Address Length (08 bits): — ¥ Field Hardware Address T Length Bytes 3 &2iTdT §1 Ethernet
MAC Address T Size 6 Bytes gl &1

Protocol Address Length (08 bits): — 3 Field IP Address T Size Bytes 3 &2iTdr &1 IP Address T Size 4
Bytes 8l g

OP Code (16 bits): — & Field ARP Message & Type T adTdT ¢ | e 34 Field FT Value 1 § a I§ Request
Message & 31 Ife 38 Field T Value 2 & dT I8 Reply Message g1

Sender Hardware Address (0-6 Bytes): — 3 Field & Message Send a1 aTel Device I MAC Address gidT
gl

Sender Protocol Address (0-4 Bytes): — & Field 3 Message Send &<at aTel Device T IP Address 81T g |
Target Hardware Address (0-6 Bytes): — Request Message ¥ Ig Field @Tell 81T & | 3 Field # Receiving
Device 3T Hardware Address grdT g1

Target Protocol Address (0-4 Bytes): — S8 Field  Receiving Device T IP Address 8IcT g |

RARP (REVERSE ADDRESSES RESOLUTION PROTOCOL) (Rad v3w YWeere Hiethie): -

RARP Protocol MAC Address & Base 9X IP Address &I Resolve &3dT g | RARP Protocol, Mac Address

T Logical Address 3 aRafda aar g1
Working of RARP (RARP &I RITg): -

9 T Sender fh&T Receiver & Communicate ST TTdT § ol Sender T Ugel 379<T RARP Cache #
Receiver &T IP Address sl Check YdT &1 TTe Receiver T IP Address 9gel & RARP Cache H #Hig[g g o
Sender 39 IP Address T Use Eh‘{?rg'(f Receiver & Communicate S{dT g |

Ife Receiver Device T IP Address RARP Cache # Ugel § HIS[g o181 § d Sender Device GaRT T RARP
Request Message oI &Y LAN # Broadcast &Y &dT & | T Devices 30 Request Message & Receiver MC
Address & TTF & MAC Address & Match #d &1 T51eT Devices @7 & MAC Address Match sT&f gldr g o
38 Request Message T Drop T & &

TSI Device & MAC Address & 38 Request Message @l Receiver MAC Address Match &dT § a8 38
Message 3T Receive T g 3 RARP Reply Message IR X Sender &I Unicast Message &SI ST g |
ST &F Sender Device RARP Reply Message Receive &dT g df g 39sT RARP Cache @l 4T Information
(Receiver T IP Address) & 1Y Update 3 ofdT & 37& Sender for=AT fohelT gRamsir & Data Send 3iR
Receiver &Y ThdT & |

Header Format of RARP (RARP T 22X BiHe): -

HARDWARE TYPE (16 bit) PROTOCOL TYPE (16 bit)

HARDWARE | PROTOCOL LENTH
LENGTH (08 bit) (08 bit)

SENDER MAC (HARDWARE) ADDRESS (0 — 6 Bytes)

OP CODE (16 bit)




SENDER LOGICAL (IP) ADDRESS (0 — 4 Bytes)

TARGET MAC (HARDWARE) ADDRESS (0 — 6 Bytes)

TARGET LOGICAL (IP) ADDRESS (0 — 4 Bytes)

Hardware Type (16 bits): — 3 Field T Size 2 Bytes &Il & | & Field Define &IdT § &I RARP Message T
Transmit &l o ToIT ThT TR T Hardware Type Use TohaT 31T §1 H&& Common Hardware Type
Ethernet &1 Ethernet T Value 1 81T &1

Protocol Type (16 bits): — 3 Field STAT § T RARP Message T Transmitting & Tl favd Protocol T Use
R a1 §| SATETR 39 Field 3T Value 2048 It & ST T 1P v 4 Y ST &

Hardware Address Length (08 bits): — & Field Hardware Address T Length Bytes 3 @2iTdT &1 Ethernet
MAC Address & Size 6 Bytes 8l ¢ |

Protocol Address Length (08 bits): — ¥ Field IP Address &7 Size Bytes 3 &2iTdT g1 IP Address & Size 4
Bytes gl & |

OP _Code (16 bits): — & Field RARP Message & Type &I §dIdTl &1 Ife 3 Field &7 Value 1 § dF I8
Request Message & 31X Ife 39 Field &1 Value 2 & dT I8 Reply Message g1

Sender Hardware Address (0-6 Bytes): — 38 Field & Message Send s aTel Device I MAC Address &IdT
gl

Sender Protocol Address (0-4 Bytes): — 39 Field # Message Send &<sT aTel Device T IP Address 8IdT g |
Target Hardware Address (0-6 Bytes): — 38 Field # Receiving Device T MAC Address 8T g

Target Protocol Address (0-4 Bytes): — Request Message ® Ig Field T@Tell 81dT g1 3 Field 37 Receiving
Device T IP Address glaT &1

05. ICMP (INTERNET CONTROL MESSEGING PROTOCOL ) (3eIA¢ FUerd AJATAT Nerhid): -

Internet Protocol T 2 HgeaqoT &A1 g

No Error Reporting: — &fe fRET Error T a1g & 15 Packet Router aRT Discard g ST aF $8 folw
Internet Protocol 3 THT s Mechanism =T8T & foia® T Sender T 37 Error & IR & Report AT 51T Tk |
No Communication: — & X THT g Hehcll & fah Teh Device T gAY Device & Communicate it &
3TTATHAT &Y ar Y Situation & fIT &Y Internet Protocol & ¥AT IS Mechanism =T8T & TSEd Devices
399 H Communicate T T |

Internet Protocol 3T o7 AT &l gT el & folT ICMP T Design faaT 3T 81 ICMP 3R IP

GIT Ueh ATY FIH Hd gl ICMP F Message Mechanism g1dT & fSad Hosts & Error 31X Status & sR &

Notify feFaT SITaT &1 ICMP Header Format (ICMP 83T hiee): -

TYPE (8 bits) CODE (8 bits) CHECKSUM (16 bits)
REST OF THE HEADER (IP HEADER) (32 bits)
DATA SECTION




Type (8 bits): — A Field Message T Type Define &IdT g1 3&1830T & folw fohdll bR I Error Report &3cr
AT 39 Error § FafAd Code 39 Field & Define foham SITaT &1 38T YR If¢ Query Message & ol 38
Field 3 33 Query T Code 33T | 3F HIes & foIT 03 Y& & Query HIAST &I &

Code (08 bits): — Query Messages & ToIT 88 Field T Value Zero 8Idr g1 Error Messages & ToIT I Field
Error & Sub Type @I Define S{dT & | 39 Hles o olT 05 WehR & Error HAST 81 ¢

Checksum (16 bits): — Header 3 Data & gdRT Checksum Calculate {3 ST & TS99 Errors & Detect
T F foIT Use foram STam £

Rest of the Header: — ICMP Message @' IP Datagram & Encapsulate TRaT ST &1 ICMP Message # Rest
of The Header Section Remaining IP Header & g2iTdT ¢ |

Data: — Error Messages & Heca1 H 38 Section # f51& Packet 3 g@RT Error 3T & 38 Packet &I Complete

Information giar g

ICMP ZaRT Create fa SiTeT dTel Messages &1 2 Categories # Divide foRaT T g |

1.
a.

Error Reporting Messages: - & & Messages &I & 1ol ICMP Errors &l Report T g

Destination Unreachable (Code 3): — If& &1 Router f8T Packet & felT Destination sT&T & dTelT & AT T
Situation 3 Packet 3T Discard &< &1 SITdT & 3R Source T Destination Unreachable Message Send T
ST gl

Source Quench (Code 4): — SI&f Sending Device @I Speed 31f®e gl & T IP % Packets &I Discard X
aar gl Sd Situation #H ICMP Flow Control Provide &dr & 3i¥ Sender T Source Quench Eessages Send
FLAT &

Redirect (Code 5): — ST& Ig Host HIg Data Send &1 df Data 38 Router 3 Through Correct Router de
SITTaTT| 39 Situation # Router, Redirection Message Send &3TT dTfeh Host & Routing Information Update
&I ST Tk 31X Host Directly Correct Router &I Data Send &< Hah |

Time Exceeded (Code 11): — &g Routing Table Correct 18T § df QHT Situation 3 Packet Loop # &I EHT
TEdT &1 39 Situation & s & fIT &Y Packet 3 Tk Time To Live Field 81T &1 S &7 3 Field T Value
Zero gIdT § @Y Router GaRT 39 Packet @ Discard & &1 ST &1 34 Situation H Router Source 3T Time
Exceeded Message Send #cT & |

Parameter Unintelligible (Code 12): — JIfe; IS Router AT Destination Host Packet 3 f&ET Field T Empty
qTaT & df 3 Packet T Discard &R &dT & 31X Source T Parameter Unintelligible Message Send T & |
Query Messages: - 39 ICMP T8 Host & Status & ol Query e gl

Echo Request (Code 8) & Echo Reply (Code 9): — Query Messages T I Pair Network & Problems T
Diagnose &al o TolT Use foham SITAT &1 & &It Messages 3 Determine &dl & T 3T &F Hosts 398 &
Communicate & Jehd &7

Time-Stamp Request (Code 13) & Time Stamp Reply (Code 14): — f&T Packet &I Teh Host & E‘{H‘l‘ Host
de Travel ¥ H 911 dTel Time &1 Time Stamp Request & Reply Messages GaRT 9T 3T ST 8 |
Address Mask Request (Code 17) & Address Mask Reply (Code 18): — fo® Host &I Tg & IP Address T
STIeTehRY BT Tehcll & SifeheT I ST =T8T hl 38 W& o Subnet Mask T STeTeh T 8T 3791 Subnet Mask et




06.

07.

FTa & fIT Host Router @T Address Mask Request &STdT & 31 Router 38 Host &T Subnet Mask Address
Mask Reply Message & &9 & HTdT g ITE Host T Router & Address T SITeTehRT BIdT & df dg AT &
Router 3T Request HTdT & a7l dl Ig Request Broadcast T STl g |

NETBEUI PROTOCOL.: -
NetBIOS Extended User Interface, Heiehiel Ueh sied ehal Welaldl & | T IBM 3R Microsoft st & Develop

T 27| g MeThiel dlehel TRAT Acdeh ol TSl Sl doh TFHES hlel bl &THAT YTl axdT g |

NetBEUI Sielehiel LAN #HaeR 3R Windows & HEF Geha[d TUTU & & [T Y@ Ieknid §198
ShTThY 3TTeIeh TSl & TUT FHRACTAT & SR =l dTell HISThieT & |

g oAl HRTCS HEGfeeheleT I8 AT STgae 1 ST ket o fIT Net Use Command T fehelt
Service &I T&TE FHTeT & foTT Net Start Command 3T T &7 S sATET T §

IE hetoheT ol hagiatehelal H S Datagrams Packet &l #8 &TaTT, NetBIOS T IS FT=T, NetBIOS
Name Resolution T &1 & 3 frsuTes FTar g |

UDP (USER DATAGRAM PROTOCOL) (TSI STETITH Nelhiel): -
UDP (User Datagram Protocol) Te Transport Layer Connection Less Protocol g1 & Protocol @ RFC

768 # Define forar araT &1 UDP Teh Unreliable Protocol & a1faY &1 A Data & qgilT-T $T Guarantee T8t SaT & |
UDP f&% Datagram T Forward shidT & S8 d1G 38 Datagram T &dT 81T & 389 UDP &l i FAdeld el
gIdT &1 UDP # Three Way Handshake, Flow Control, Sequencing 31X Data T Acknowledgment 8 sT&T 81T & |

UDP & Connectionless glet & AT & T ST Data ST Transfer iaT & d Sender 31X Receiver & S &

&I Connection Establish sT&T fahaT SITAT §1 TCP 3 Comparison & UDP T a8 &1 Fast Service § Fifeh 3T
Extra &r# S T Acknowledgment, Sequencing 37T e #1 8T 81T &1 ST8T U 3TehT Reliability &1 5198
Speed T 3TERIHAT &1 TgI IX UDP ol Fof T Hehdl & |

UDP 8 Checksum & EaRT Basic Error Checking Provide XdT &1 Te & Host X delel daTell agd or

Applications I UDP Port Numbers & &g@RT Differentiate ST & |
Characteristics of UDP (UDP &7 fa2I¥dr): -

iv.

UDP Ts Unreliable Service &, 383 Data Delivery &I #Ig Guarantee g1 gt & |
UDP Basic Error Checking Provide #XdT g1

UDP Data Sequencing Perform sT&I aaT & |

UDP & Protocols & Comparison agd gl Fast &1

UDP Header Format (UDP g2 BIH<): -

UDP data s §T2T Ueh Sgcf €1 Simple 64 bits T Header Attach &cT | S&# Rt 4 Fields 81d &1

SOURCE PORT (16 bits) DESTINATION PORT (16 bits)

LENGTH (16 bits) CHECKSUM (16 bits)
Source Port (16 bits): — & Field T Size 16 bit 8T &1 I Source & Port Number T Carry SdT g |

Destination Port (16 bits): — 16 bits & 3& Field 3 Destination Port Number Carry frar SITaT 8|




e Length (16 bits): — 39 Field & Header 31X Data ¥ Length Stored 81T &1

e  Checksum (16 bits): — & Field Basic Error Checking & folT It feham SiTcT 81

Applications of UDP (UDP & 39319): -

e UDP &I Domain Name Server & aRT Simple Request/Response Process & ToIT I fehar STar g1

e Bootstrap Protocol 3iR Dynamic Host Control Protocol 3T UDP T Short Messages Send 3iX Receive &et
& foT g s gl

e Trivial File Transfer Protocol UDP & S/t &3 Files & Send ¥ & felT Il Xl & |

e Simple Network Management Protocol Messages Send && & felt UDP &l Jaf el & |

e Routing Information Protocol (RIP) Routing Information $1sfel & feIT UDP & Iof el ¢ |

TCP (TRANSMISSION CONTROL PROTOCOL) (SR ShUeter Welehiel): -

TCP (Transmission Control Protocol) W& Transport Layer Connection Oriented Protocol &1 I Protocol
Reliable Delivery Provide FIAT &1 TCP 3R Internet Protocol fA&RT Internet Protocol Suit ST & |

TCP Connection Oriented Protocol &1 TCP & &I Devices & s # Connection Establish, Three Way
Handshake & G@RT Perform a3 SITaT §1 Three Way Handshake Sender 31X Receiver & I # Messages &
Sequence 8IdT & fA Connection Establish faram Sar &1

HaH Ugel Sender, Receiver dI Message $STdT & I a@r Connection Establish &k $S Data AT
ATEdT & | SIS Receiver T I Message fReldT & d Receiver arad Sender T Message &1 & & af Data & fow
Ready &1 30 §T¢, Sender ardd Teh Message $STdT & ST T Receiver @ Data ST Sequence SdTAT & | 3% 96
Sender 31X Receiver & &ffer # Data Transfer & & ST &1 Sender 3R Receiver & sl & oY Sflet dTel &

Messages 3 dRg & &Id g
e SYN — Connection Request
e SYN+ ACK - Sequence Number Request cum Acceptance of Connection Request
e ACK — Acceptance of Connection Request and Data Sequence Number

TCP Header Format (TCP 88X %iHe): -

Data &l Transfer @3eT o GIRTeT Data o T TCP Header Attach T STl &1 38 Header 7 &8 YR I
Information BIdiT § ST 379 Segment T Characteristics ATl &1 S T Source, Destination 31X Sequence
number 31T | TCP Header 12 Fields & fAeie &=t 81T & 3R &R Minimum Size 20 Byte gdl g

SOURCE PORT (16 bit) DESTINATION PORT (16 bit)

SEQUENCE NUMBER (32 bit)
ACKNOWLEDGEMENT NUMBER (32 bit)

U[A[P|R[S]F
O?:égéT RESFTF;VE R|c|s|s|Y]|l WINDOW SIZE ( 16 bit )
G|K|H|T|N|N
CHECKSUM ( 16 bit) URGENT POINTER ( 16 bit)

OPTIONS (0 — 40 BYTES)

DATA ( OPTIONAL )
DIG: TCP HEDER FORMAT




Source Port: - 38 Field & Size 16 bits iy g1 & Field Sender @ Port Number & Carry #T g |
Destination Port: - 38 Field & Size $fF 16 bits & 8dT & 31X I Receiver & Port Number & Carry #dT g |
Sequence Number: - T Field 32 bits &7 81dT & 31X 39 Segment T Sequence Number 8T g
Acknowledgement Number: - & Field # 32 bits &T &IdT & 31X 3@ Acknowledgment Number Carry gIdT
gl
Data Offset: - Data Offset I SIdTaT & T TCP Segment & Data &gl & & BT &1 39 Field T Size 4 bits
BT gl
Reserved Field: - 3& Field & Size 6 bits Il &1 38 Future Use & ToIT @ ST &1 & §HT Zero UX Set
EATE
Control Bits: - & Field 6 bits 3T 8IdT & | 3T Teh T bit & 6 Flags &1 &1 37 Flags T Set ek 3T T
Hehd § FT A Segment fFT RE FI 8|

URG (Urgent) — ¥ Flag Set (1) 3T & Segment T Traffic 3 Priority ferdr &1

ACK (Acknowledgment) — I Flag T 8 Message @T Acknowledge &t & foIT Set (1) fhar SITaT & |

PSH (Push) — 3 Flag Segment @ Forcefully Send &dT g a1g Window Full §‘§ET?IIT el

RST (Reset) — & Flag Connection @ Forcefully Terminate &< & g |

SYN (Synchronize) — 3 Flag Connection Establish &1 & e ATT & |

FIN (Finish) — 3 Flag Connection 3T Terminate @1 o foIT Set foham SITAT B
Window Field: - 3 T 16 bit Field 81T &1 T Identify FdT § PI Receiver fohdsiT Bytes Receive &lel &
Capable &1
Checksum Field: - & Field Error Checking & ToIT IoT fahaT SITdT &1 38 TCP Segment 31X IP Header &
Select Field & Compute TohaT SITAT & | T Receivers Side IR Calculate fohaT §31T Checksum Same #T g ar
Segment Discard &< f&aT ST g | 39 Field T Size 16 bit gl g
Urgent Pointer Field: - ¥ Tah 16 bit T Field 81dT & | ST Urgent Flag Set foram SiTar g aF & Field Traffic &hr
Last Byte & Identify ST &1
Options Field: - & Field Variable Size &T 81T g | & Field TCP Segment & ToIT Optional Parameters Set et
& o0 gt forar STar gl
Data Field: - 3 Field 87 Variable Size FT 8T & | T Field AT 3dr & 1 TCP Header 32 bit Boundery &
ofraT & gATCT 8 SR | A Field AT Zero W set AT B |

Difference Between TCP and UDP Protocol (TCP 3 UDP & 31aR): -

TRANSMISSION CONTROL PROTOCOL (TCP) UDER DATAGRAM PROTOCOL (UDP)
TCP Connection Oriented Protocol g1aT g1 UDP Te Connection Less Protocol 81aT g1
TCP Data Delivery T Guarantee ST & UDP Data & CI?:?!?T $I AS Guarantee FET ST g

TCP Data T Receipt & dlX 9 Acknowledgment #STaT
gl

UDP & gaRT &Is Acknowledgment sTgT 31T STl & |

TCP U Sgd & Slow Service g1 UDP ST Fast Service gl




TCP Data T Sequencing T & |

UDP & gaRT Data 3T Sequencing #Tg sl STTcil g |

T FIS Segment Fransfer & gRTeT Drop & S ar
TCP 3T Segment T &IaRT T ST &

Drop &l= aTel Segments &t UDP aTad =T8T SoldT &

TCP Sliding Window Protocol & gaRT Flow Control
Provide YT g |

UDP & Flow Control sTgT glaT & |

SHH Congestion T AT fhar STAT B |

SHH Congestion Control & gidT|

g Tk Reliable Protocol &1

g Tk Unreliable Protocol g1

TCP Teh Heavy Weight Protocol &1

STafes UDP T Light Weigh Protocol &1

Zdch Header T TATST 20 Bytes & | S Header 3T TTST 08 Bytes g |
g 3 - Way Handshake T 99T Connection 3T 10T .

#i Handshake aT 9TeT
P N g fordlY andshake el LT
TCP &I ST&d &1 Protocols T gidr & - SHT ATTTHdT 37 Protocols T &lar & -

HTTP, HTTPS, FTP, SMTP, Telnet 37f< |

DNS, DHCP, SNMP, VOIP, RIP 371f¢ |

SHT 3G18YUT- Phone Call shiaT|

SHSPT 36180T: - Online Video Game WeleT|

08. DNS DOMAIN NAME SYSTEM (A a7 REeH): -

DNS T Full Form Domain Name System &1 “DNS Ueh UaT f8¥ca § Sil T S1HT o &I IP Address

ITfeT AR o BIH A Translate AT & dTfeh A T3 Tg THST Tch T HTT Secdelc U PioTAT dd UoT Access
FLAT AR & | DNS &l & ATHT A ST 11T &, forT# Name Server, Domain Name System Server QTR g |
&Y SIAeT A (ST webinhindi.com) 31X Internet & Connected Device Teh Unique IP Address (319
198.15.42.15) BT & TT® IdT eldT § ST I§A1SE T Content HieT F R W TR B
58 fA¥eA & 3T / T Domain Name Server FUTIT glaT § 3§ 31T Teh BT Jeh AT ATl

SR IT 37T FISISS oh Hicare e A Telell Y Tehd & ST81 Teh W ATH 3R 3Hh A5l e T
BId 8, S 3T g S1AT AT TAX & 3y Domain Name 31 39 IP Address I STTepRY Stored T&aT &1

Working of DNS (DNS T &RII€a): -

a. o9 §H ST39R & Usd aR H ThdT dease dr vad I1fa A AT S google.com e & g df Tad
Tgell ShIH 38 S1AT T IP Address §a=1T 81T & $He olT g Tgel Browser & Cache Memory &Y e fahar
ST & T 31T SHE Tgel IETel hT ASATSE i Visit T Teb & ol SHET IP USH 3TTh ST3R o hel &

TER g dhdr el

b. IfE& Cache # IP fAe ST AT $6H A9ATSC 31U g1 ATAT ¢ |
c. I ST39R Cache # IP &I SR Stored =T8T § df Jg 3Tdeh [AETCH o Operating System S8 Windows,

Android IT Mac T Request Transfer S|

d. 3TT9erT Operating System & Request 3T Resolver ITfel 37T Internet Service Provider (ISP) T 85T T &
5@ 9 3 Cache 81T & To/T# IP Address &7 Record & TehdT & |




e. IfE TgT IP fAer STam & df I8 NAH T& WA &1 SITdT & 3R Client &I 1P & ST & &1 AT § 3
A9HISE TFAH gl ST 8 |

f. afe gt off 3mSdY o7 Ao df Resolver & Rara¥e g=d® &1 X Root Server T Il SATdT & |

g. Root Server 33 Top Level Domain Server I ReFd¥e &¥ar § IS Top Level Domain S .com, .org,
edu, .gov, .in & HA HT STTABRT GIclt §| T&T ATHISE & SIA & HTHR 3UFFdl T del ST TG A
T T ST B

h. 1T dgd 1A TAX A STABRT [Felel & a1¢ 37 AW 7 Authoritative Name Server & Actual Name
Server T STTeTehIY ol ST & 3R JGT A 1A Y IP 9T Il AT B |

i. ST IP Address & oI SITeT & o« 34 Client ATfeY 39k Computer st $ST f&AT ST § dTfeh 38 SR
JSTST T TFAH fhaT ST Tk 3T IP &Y Cache H TR ot T foram ST &1

3 www.example.com
Go to name semver for.comTLD
2 W.Exﬂmﬂle.ﬂﬂm —
DNS root
name server
1 4 www.example.com
W EEANE Con
" | Go to Route 53 name server
. y —— Hame server for
— comTLD
End user

5 www.example.com

~ N
ROUTE |

7192.0.2.44 53)
l 6 192.0.2.44
Amazon Route 53
DHNS resolver name server

8 http: I'vwww.example.com ﬁ

Web page for
Web server for
wwwexample. com
b www.example.com 192.0.2.44

09. EMAIL (§-8): -
Solargifoleh Hol IT T&IT H 5-Hl Selalc T o 3Ts 3TN F STl dTell AT g Soldciieleh ol

Teh QAT FelareTiotdh HA2T Il &, 51t fahdll sieder & Sfs fafdtest shocger o afier 8¥aT @ wiredt foham SiTem &1 3-
T T 39T cAfFa) AT ATFAAT & FHg! & o At Slenfors T & TR Fer o #ff g1 FohaT g1 §-Fel I
AT {A & ATETH § AT AT 3R 1o 1361 ST § | hIe Hel HAT VT Hcge Biell & | Foreent s g-Aalt
I A AT AR 3T Felge Froged H AT gIdT 8 |
Sending Process of E-mail (Mail $Tet ST 9fsha): - &Y E-Mail FF Fotet & Tl eIl i&d Steps 81 & -
01. 3791 TATCH FI §eTic T Folae Flal & YT Selelc UFHTAIGR Pl Tleld g 3TH U3 IR # 39 dd

HIST FT Type I ¢ ForTa gARY E-Mail Id §, S www.gmail.com &Y Type $Th Enter Key Press #3d g




02. 38ch 9T g8 User Name Box & 3791t Email Id 2T Password Box # Password fol&d § dT Enter Key
Press ShYdl § | $8eh TRTc] Thiel 9 §HART Home Page Telcl ¢ |

03. 3HA §H Write Mail / Compose Fel 3TCRTeT TR Tofeleh ohicl § ot Thiel I Teh 512l Window Terell &, 383
JUH Box & I8 Mail Id for@d § 5 <afed o 85 A 3T I18d &1 39 91, TTe IS BISel 37T hlel
g I Attachment Si&eT TR fFeleh hidl & oY ThleT 9T Attachment Box TeTdlT & |

04. 39 Box ® Browse Button & ATEIH & 39 HIST 3T Browse Filah Attach &1 ST &1

05. 3 TR Send Button T faFeleh &Y &1 8 RE Herdst ol IR BIgel 38 ID TR g T STl ¢ S §et
Mention T &1

Reciving of E-mail (E-Mail UTcd & T 9feha): - E-Mail 3T 9Ted et o o [Aeafaf@d Steps 81 & -

01. 3791 TATCH FI ST T Folae Flel & YR Selele UFHTAIGR Hl Tleld g1 3TH U3 IR # 39 dd
IS FT Type Il g ToTHH ART E-Mail Id &, ST www.gmail.com T Type @ah Enter Key Press $%d g |

02. 38k 9T A User Name Box # 319=AT Email Id 2T Password Box # Password fer@d § T Enter key
Press Shidl | S8 TRTc] Thlel 9 §HART Home Page TelcT 8|

03. 3% IRATA g it #iY Mail TRET & SanT #ioY 31 § 38 & 319eT Inbox H ST UTed &< Tohd & |

Validation Condition of Email: -

a. T E-mail & T& Username gIAT ST¥3T & foldeh oG, @(at sign) 8le1T AT T 31X 38 92dTd Domain Name|

b. &HH Username 64 Characters Long & 3i¥ Domain Name 254 Characters & of&T gl ale1l dTg T |

c. T® @ sign gl ARV E-mail Address H|

d. Email  Space 3{IX Special Characters: (), : ; <>\ [] T allow [haT ST &1 8T H9T Space, Backslash,
33X Quotation Mark $fY ShTe T ST § SfehsT 3T Tgel Teh Forward Slash ST & glaTT TRV

Advantages of Email (3T & oIT$7): -

i. Email T Delivery Speed ag?ré‘r Fast 8T &, & STt &1 Information e Tocl &1 STl & |

ii. Email Quick Communication %ﬁ'@&gﬁé‘r—aﬂ Convenient Method %‘rl

iii. Email # Attachment T Feature 8l=1 3 SR UT 39 $HeT o AT 5 #T File Attach T Tehd §

iv. Email 379 &Y Conversation & Record &dT &, SHETIT 31T9 37 Conversation &l Tah Record & dig aefT
A g@ T &

v. Email & 379 ST TaImH & 31T 8 TR AT 51T FehdT § | 31TT 379sY SHT bl et 811 - hafy oy v
F TR

vi. $6 Tl & AT Texting & fao{iel Teh Email # Unlimited Space f&eer g1

Disadvantage of Email (38 & g1fa1): -

i.  Email Send 3T Receive 3 & foIT Internet Connection T STFIT 81T &1

ii. Email 3 g4 STET 981 Size T Files &1 o187 3oT Tehal &, 3T U Limit (25 MB) gl &1

iii. Email & g7 T3 YR & Files Formats S T “.exe” T ST 181 Tehl & |

iv. Email 3T Teh Y& § Spam, T8 §AR Inbox & 3T Spam Mail & SI1eT 811 & g8 TaT Email &Y @it IreTT
TRl & ST &




10. SMTP 9SIMPLE MAIL TRANSFER PROTOCOL) (Rde A ST ReYehid): -

SMTP Teh TCP/IP 3Rl Application Layer Protocol &, Sit Mail Transmission & oIt 393ieT AT g
Iifer ST Tk E-Mail |d & HeT i AT & aF 39 E-Mail &Y Client Computer & Mail Server de qg’m?rasr Cop)
SMTP E@RT 8T & | SMTP &I Tah Push Protocol #T SiYellT SITAT &, 31X I Port 25 T J319T Xl & | 38 g &
Teh Mail Server & g&X Mail Server &t Mail Transfer %1 # 8t SMTP &7 g1 8{f&eT gl & |

SMTP Hietehiel & T EARMT & 3T Melhiel T ad &1 POP 3iX IMAP 37 gt Wietehlel &T e
Mail Server & #el 3T3sTail8 @< Client Computer qumFITE’IFIT%“I
Working Process of SMTP (SMTP & & faf®): -

SMTP Teh SgcT & FReT AU G@RT 1 Il &, 311 T End To End FeT Sl & Jmemia gar
&1 SMTP Process & &I Working Points 81 &, 9gell SMTP Client it &T Mail Sender gIeTT &, 3R &1 & SMTP
MAIL Server ST Mail Receiver 81aT &1 SMTP Client tgex # SMTP & ST8T Mail Settings Save gl 8| Si9
Gmail T & 3&I8I0T o, df Smtp@Gmail.Com 3R &Y & Port No 25 Configure gRTT| 34T g & Ifg
Microsoft Outlook 3T 39T Y f 3HA # 87 Mail Server & ST Settings Selal 3 SMTP Port 25
Configure g1aT|

dl g8 ol ST Teh SMTP Client aRT Hel Send I ST &, 518 Gmail AT Microsoft Outlook EaRT ar
g Al Y SMTP Server T Tgac &1 ST&T I SMTP Server &aRT #el I Process foham ST &1 foreay aify
Internal Network T #el &, A I8 Server TX &F Save T&dT &, T SMTP Client Sync &R T § 3iX 5T IMAP
IT POP gaRT I Hel SHTPeX TR S3AS g1 STl ¢ 3R afe S aredy vga €, ar 07 & SMTP Server 38 Mail
&I gE 38 T Mail Server 0 Transfer & &aT 8|

SMTP Commands (SMTP & &HaTs): -

a. HELLO: - 3H &#Is gaRT Tsh Mail Server GEY Mail Server & HaTg FATTAT T &1 T§ SMTP Session &
QT Blot T TishaT & |

b. MAIL FROM: - Ig FATS Sender & Fel 3T I AT & fSTd Sender FT E-Mail T3H From ®Hes & 3TeT
e ST &

c. RCPT TO: - Ig A & Recipient AT UTCT &¥et aTel i 7T &, 75 9e Ife v & 318 Recipient & ar
TE HATS & TFH W AT STl &

d. Size: - 38 SMTP FHHTS GaRT HAX & Attached SHT & 3GTSTel Size & X A Inform T G AT & |

e. Data: - $H HHIS o ATY &1 SH THABL GleAT F &1 STl &, Told TIC hlet & ToIT Server EaRT 354 Rears
IS T ST &, ST WIAH &l & el i gL ST |

11. FTP FILE TRANSFER PROTOCOL (Wmm)i -

FTP File Transfer Protocol & &7 39147 Ueh heged H A HTYX & oI Bl TP il & folT
fohar SITelm €1 ThdrdY 2 Systems & &l Wigell & 3MTeleT-YereT & foIT Set of Rules ITel HT e fazat
fTUTRT $Xar €1 JI§ 1S Web Developer I9ETSE §ITdT § Al 38 A§AISE & Files @ HAX WX Upload &=
8T § 3R 39 &1 & T FTP &7 3UART fohdT SITAT § ST il 93-88 WISl l ok W HIS, 313,
a1, f3elle, sidl 3 A7 e 7 A AT 5|




THEUT & GaRT Web Server I HT$el 31Tel1s el & Telt 31T o1 & 31 dfie s &1 39T &

Hhd & -

a.

Command Line 3T 39AI3T h: - X Operating Systems ATg a8 Windows &, Linux &F I Mac OS & g8 &
FTP & foIv &e Built in Command f&T g1t & TSieTent 3uilar ohteh FTP Site & Connect &1 Hehel & |

Web Browser 3T 39T S¥ah: - AIEr Web Browser &7 T Use ¥ e & SHS TolT 3T9ehT Address Bar &
http:// ST ST9T8 ftp:// Tor@=TT IR 3R AT H 3T9hr Username 3R Password @T 3T URL & Type =T
BI9TT| ST39R TR UgH S 58 oXE B19: ftp://username:password @ftp.website.org/

Graphical FTP Client T 391eT &¥h: - Graphical FTP Client T 81 Use X Hehdl g ST T Teh YhR Hl
Application 8T & 3R fSTaT Interface sgd T User Friendly 3R 31maTeT giar &1 Ife 319 f[9sier Use X
& © ar FileZilla T8 T Application 319 Seelaic & HFd # ST3clls Y Hehdl & |

File Transfer S3el & T FTP &I Y o Connection ST ITN9T T & -

Control Connection: - SHeT 39JTT Connection & Open AT Close &t 3R Server & Command FaTel &
forar fora ST §

ii. Data Connection: - Connection TATTU &1 &G Data Connection & HATEIH & Client Server & ST ISl

TR T ST &

Advantage of FTP (FTP & &ITH): -

FTP Client & ST 319 Tk & 31T Files 3 3TeTdT Multiple Directories T Teh T2 Transfer ¥ Hehdl & |
FISl Pl ol I F TTeHHT AT UHEITT ol e 95T Advantage g

7e TTDHL & AT Connection Loss BT SITT AT GRLATT 8leY T ST oTaT & 31T &1, H 39 Continue
Tehd &1 39 TTE A ST & Transfer & Pause 3 T Teha & 31X a1€ 7 Resume 3 T Taha §1

3119 File IT Directory Transfer @I Schedule 3T & Hahd & ITeil IdTY I FAT 9 Jg Automatic 39T

I T ThT ¢ |
FTP 9X Auto Backup T Gfarerm #ff Sit &1 &3 & &1 die ¢ |

Disadvantages of FTP (FTP & gIfa): -

"R FTP Servers Encryption T e w78 & g 3R T Encryption o Data Transfer a1 GXi&id S1g1 ¢ |
3R 39T ITHds AR & al Brute Force Attack o ST 3ToleT-37eTaT Password Combination SIaiT &Y
Hackers 31T9e Password &7 Guess ¥ Thd ¢ |

12. HTTP (HYPTE TEXT TRANSFER PROTOCOL) (B39 TFEE THBT WelHhid): -

HTTP &1 QT ATH gISWRCHES T WIcTehiel & TolHehT 3TNl dd 9T ST AT il & felw fahar

STl 81 TE §eTAAC HIckhiel T M FEAT § 3R A9 ST AT el & [T SEdHTeT &1 STt aTell HhATS
3R AQTHT Y TR AT &1 TFH & 1A http: // e A drel ol ol 37 957 Feh g el IR ST3eR A
HTTP TR hagfeehe el & ToIT &gl & | 38160 o ToIT, http://google.com &1 31Tl & ST &1 31 URL &
AHA HTTP T 3TaLThT 16T & FiTeh Ig TR I [Shiee aiIHl g |



ftp://username:password@ftp.website.org/

Basic Architecture of HTTP (HTTP ahT 8k 3Mfehea=]): -
HTTP WiCIhidl Follgc / TAX IMUTRA 3TfeheFark TR

TR Teh Rard¥e / REAled Welehid § 51T a9 si3a, Uae 317 e{ Web Server

T ol A1fE HTTP Fellge FI g FIA Fd ¢ 3R 9 TR Th

e

AT T g FIH FLAT & |

A

L

Client: - HTTP Fellee Ueh ReFa¥e AYS, URI, 3R Wicieier goie & Lse“’“id”‘”“‘

"y

T H AR & MIME & EaRT Teh ReFdee AT g |

Server: - HTTP TdX Ts Status Line & AT Responds &aT &, forasy
AT HIerehlel dotel IR Teh HheldT AT (e s AT giar g, i
MIME & gaRT QX1 fRar Sirar § SRy &R sfieteprdy, TRy ayer
ST RY 3R Possible Entity Body Content 2T 81T g | HTTP Protocol

HTTP Error Codes (T S1gH) HTTP & Sf3 & Common Error Codes 38 YR &: -

Database

v

a. 400 Bad File Request: - Ig Error Code d« @IS dT & S1& HRT URL Ireld & o1 &r Small &1 STerg

Capital Letter Use 3T, Il I Type @eT H ITelcil el TG |
b. 401 Unauthorized: - 3Teld Password Enter ST &l dofg & Ig TR 3T hdT o

c. 403 Forbidden / Access Denied: - ST& 31T feh&T T Page I Open X Ig & Totdeh! Permission 3TT9ehT sTgr

& dr ot TBufa & I8 Response Code &@TS & IhdT &

d. 404 File Not Found: - Ig €& Common Error &1 ST« fh&T ¥& File IT Document & ToIT Request &I I &F
i f& Server X 3Tl oT€T &, Delete X fem aram & AT fahll gEX Location 9X Move X fem Iram g e

o FEufa 7 404 Error 3mAT #

e. 503 Service Unavailable: - Internet Connection 3 Problem &, Server Busy &, T Site foh& 37 Address IR

Move g 31T &1 I SH YahTX T Error 31T hdT & |

HTTP Protocol Secured sTaT 81T, 38 T & Hack fhar ST T g1 HTTP & Data Unencrypted Form &
2T 8, HTTP Request 3T &g # fahdiY Hacker GaRT Read foRam ST &ehar & 31X Server T &% & Response it
FT ThdT & | SATAT HTTP & SR Sensitive Information SI¥ T Password, Credit Card Details 37Tf¢; Transfer

e fhd ST |

HTTPS: - HTTPS &T Full Form “HyperText Transfer Protocol Secured” &1 I8 HTTP T Secured Version &
SHH SSL (Secured Socket Layer) @T Use &IdT & i T Browser 31X Server & & Encrypted Form & Data

Transfer AT &1 HTTPS & el Main Goals 81d & -

a. Privacy: Data T Encrypt ST forad T Client 3iR Server & T #1g 8ff Middleman Data @t Read & &Y

bl
b.  Integrity: I& Ensure =T T Data &1t End & & H &l Change ¥ §31T &1

c. Authentication: $H System & Client Server Gl=il &I Ueh GEX &I 3T=il-379=T Identity Prove &Y=l gl §

arfes Communication T Tegdr 1 Sirer T ST 81




